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1.
Introduction
This document contains the Certificate Practice Statement (hereinafter: the Statement) pertaining to the service of issuing certificates for purposes other than electronic signature of the e-Szignó Certificate Service Provider operated by MICROSEC Számítástechnikai Fejlesztő Kft. (hereinafter: the Service Provider)
The Service Provider provides its services to the clients with whom it has a contractual relationship. This Statement contains the framework of providing the above services, detailed rules of procedure and other operations, and sets forth recommendations for the parties relying on the verification of certificates created using the services.
This Statement was created based on international recommendation RFC 3647 [1], with a content and structure following the prescriptions thereof.
1.1. 
Overview
1.1.1. 
The Statement
The aim of this Statement is to provide a summary of all information required for the clients having a relationship with the Service Provider. It thereby wishes to help its clients and future clients to learn of the details and conditions of the services offered by the Service Provider as well as the practical background of providing the services; to gain insight into the working of the Service Provider, and thereby making it possible for them to decide whether the services are appropriate, as well as which type of services are appropriate in light of their demands and expectations. Furthermore, it is the task of this document to help the users and relying parties of the certificates issued by the Service Provider, certificate revocation lists, and online certificate status responses to clearly determine the method of how these are handled, the extent of safety guaranteed by them, as well as technical, business, and financial guarantees and legal liabilities related to them. End users please take note that in addition to this Statement, prescriptions pertaining to activities related to the services used may also be set forth within the general terms of the contract, the Service Contract entered into with the service provider, the certificate policies applied by the Service Provider (see: Section 1.2.2.), as well as other statements and documents that are independent of the Service Provider.
1.1.2. 
Scope of the Statement
Material scope: The Statement contains the providing and use of the services described in detail in Section 1.1.4.
Scope in time: This version of the Statement will remain in effect for an indeterminate period of time from the date of coming into effect as indicated on the cover sheet of the document. It will lose its effect upon the newer version of the Statement coming into effect or the termination of the services.
Personal scope: The personal scope of the Statement covers the Service Provider, the Subscriber, and the Subject.
Geographical scope: The geographical scope of the statement covers the area of Hungary. Regarding the operation of the Service Provider, the laws of Hungary in effect at any given point in time shall be observed.
The services provided according to this Statement are available globally. The validity of certificates created according to this Statement is irrespective of the geographic location that they were created in as well as the geographic location where they were used.
1.1.3. 
The Service Provider
Service Provider Data
Name: 
MICROSEC Számítástechnikai Fejlesztő Kft. 

Company registration number: 
01-09-078353, Budapest Metropolitan Court as Court of Registration

Domicile: 
1022 Budapest, Marcibányi tér 9.
Site of operations: 
1031 Budapest, Záhony u. 7, Graphisoft Park, D épület
Telephone number: 
(+36-1) 505-4444
Facsimile number: 
(+36-1) 505-4445
Internet address: 
http://www.microsec.hu, http://www.e-szigno.hu
Qualifications:
ISO 9001:2000, ISO 27001
Service unit name: 
e-Szignó Certification Service Provider
Customer care center: 
1031 Budapest, Záhony u. 7, Graphisoft Park, building ‘D’
Customer care center work hours: 
8 AM to 12 noon and 2 PM to 4:30 PM on working days
Customer care center telephone number:
(+36-1) 505-4444
Customer care center e-mail address: 
info@e-szigno.hu
Service related information link: 
http://www.e-szigno.hu
Complaints received at: 
MICROSEC Számítástechnikai Fejlesztő Kft.
1031 Budapest, Záhony u. 7, Graphisoft Park, building ‘D’
Competent consumer protection service provider:
NFH Central Hungarian Regional Inspectorate
1052 Budapest, Városház u. 7.
1364 Budapest, Pf. 270. 
tel.: (+36-1) 318-2681 
fax: (+36-1) 318-1639
The Service Provider
Microsec Kft. has been on the records of the National Communications Service Provider (formerly Communications Inspectorate) as an non-qualified service provider since May 31, 2002 with regards to electronic signature certification services, time stamping, and placement of signature-creation data on signature creation devices (hereinafter: device service). Registration number: MH 6834 1/2002.
Microsec Kft. has also been on the records of the National Communications Service Provider as a qualified service provider with regards to the services of electronic signature certification services, time stamping, and device services.
Microsec Kft. is also on the records of the National Communications Service Provider as an service provider providing electronic archival services. (Document number of the resolution of records: HL-3549-2/2007.) The start date of launching electronic archival services is February 1, 2007.
Quality and information security
Microsec Kft. believes that client satisfaction is of key importance. In order to maintain a high level of services, the Service Provider has been operating a quality assurance system compliant with the ISO 9001:2000 standard since January 23, 2002. Compliance with the standard has been verified by Lloyd’s Register Quality Assurance. Microsec Kft. assigns high priority to the security of the systems operated, and has therefore been operating an information security management system that is compliant with ISO 27001:2005 (formerly known as BS 7799) in its main areas of activity since May 19, 2003. Compliance with the standard has been verified by Lloyd’s Register Quality Assurance. The Service Provider has been accredited within the framework of a voluntary accreditation system, as no such system is in operation in Hungary as of yet.
1.1.4. 
Services
Within the framework of this Statement, the Service Provides may provide the following services to the Subscriber:
• issuing of certificates for encryption;
• issuing of certificates for certification;
Each service may also be used separately. The summary name of the above services provided within the framework of the Contract is Services.
In the case of issuing encryption and certification certificates, the Service Provider issues certificates to the Subjects specified by the Subscriber. The Subscriber and all Subjects belonging to it are together referred to as the Client.
The Service Provider issues a certificate suitable for encryption and certification to the Subjects specified by the Subscriber. The certificate provides a certified connection between the data of the Subject identified and the public key belonging to the private key of the Subject.
The Subject may initiate the following actions:
• The Subject may request a certificate (and a related smart card) from the Service Provider. The issuing of the certificate is performed according to a certification policy or policies.
• The Subject may request that its certificate is revoked.
• The Subject may request that its certificate be suspended or reinstated, if actions of suspension and reinstation are made possible by the certification policies belonging to the certificate.
The Subscriber may also request the revocation (or suspension/reinstation) of the Subject belonging to it. These actions may also be requested by the so-called organizational administrative clerk authorized by the Subscriber and reported to the Service Provider.
The Service Provider makes the revocation lists containing the revocation status of certificates issued publicly available. The Service Provider also makes the certificate itself public, if approved by the Subject. Revoked or suspended certificates are invalid.
The service provider also issues test certificates with the purpose of testing its system. The Service Provider assumes no responsibility for the use of test certificates.
The availability of revocation management, publication of revocation state, and publication of the certificate repository pertaining to certificates issued is 99% on an annual level, and no down times may exceed 24 hours on any occasion.
The Service Provider issues the certificates according to the relevant certification policy (see Section 1.2.2.).
1.1.5. 
Standards and Prescriptions
This Statement complies with the international standard “RFC 3647 (Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework)” [1].
Regarding its content, with regards to the issuing of certificates, the Statement complies with the ETSI TS 102 024 [2] specification, as well as the (ITU-T) recommendation titled “Public key and attribute certificate frameworks” [3]. This Service Statement is closely related to the document titled “e-Szignó Certification Service Provider non-qualified certification policies” [4] prescribing the conditions for the use of certificates issued by the Service Provider, and has been developed in line with this.
The certificates and revocation lists described within this document, as well as the services provided according to the contents of this document comply with the following standard as well as recommendations:
• Version 3 of International Telecommunication Union X.509 “Information Technology – Open System Interconnection – The Directory: Public Key and Attribute Framework System”
• RFC 3280: Certificate and Certificate Revocation List (CRL) Profile (the newer version of RFC 2459),
• ETSI TS 102 280: X.509 V.3 Certificate Profile for Certificates Issued to Natural Persons (v1.1.1; 2004-03).
• The CWA 14167 and ETSI TS 102 024 specifications,
• Recommendations [5], [6], [7], and [8] issued by the Ministry of Information Technology and Communication (with regards to certificates that can also be used in the area of public administration),
• RFC 2560: Online Certificate Status Protocol (OCSP) [9]. 
1.1.6.  Certification Types and Certification Policies
This Statement only covers the certificates issued by the independent business unit of the e-Szignó Certification Service Provider operated by the Service Provider. Section 1.2.2. contains a description of the certifications supported within this Statement. The ID of the certification policy applied is in all cases indicated in the Certificate Policies field of the certificate.
The e-Szignó Certification Service Provider is recommending several different types of certificates to its clients, the main difference between which is mainly in the data and properties credibly connected by them to the Subject.
• Organizational certificates are ones in the case of which the certificate indicates that the Subject belongs to an organization. In such cases, the name of the organization is indicated in field “O” of the certificate. In this case, the Subject may only use its certificate in the manner specified by the given organization. In the case of an organizational certificate, the “Title” field may contain further limitations regarding the usability of the certificate.
• Profession related certificates are ones where the “Title” field of the certificate contains the profession or title of the Subject – typically in the case of natural persons.
• Personal certifications are defined as ones typically related to natural persons, if they do not contain a field “O” or “Title”.
Certificates issued by the e-Szignó Certification Service Provider may be personal, organizational, or profession related certifications.
1.2. 
Document Name and Identification
1.2.1. 
Identification of the Statement
The data serving the purpose of clear identification of the Certificate Practice Statement may be found on the title page of the document. The official and up to date version of the Certificate Practice Statement is available at the following address: https://www.e-szigno.hu/ESZSZ/
In addition, the Certificate Practice Statement may also be viewed in the customer care center of the Service Provider.
1.2.2. 
Supported Certificate Policies
The Service Provider issues certificates according to the following certification policies:
• “Certification policy pertaining to the issuing of certificates belonging to certificate class III” OID: 1.3.6.1.4.1.21528.2.1.1.11
(Regarding certificates issued according to this policy, the Service Provider performs personal registration.)
• “Certification policy pertaining to the issuing of certificates belonging to certificate class II” OID: 1.3.6.1.4.1.21528.2.1.1.10
(Regarding certificates issued according to this policy, the Service Provider performs remote registration. According to this policy, the Service Provider also issues certificates for pseudonyms.)
In addition to the above certificate policies defined by the Service Provider, the Service Provider also issues certificates according to certification policies defined by a third party.
Certificates issued according to such certificate policies indicate the ID of the certificate policy specified by the third party. The Service Provider has established its processes applied during the issuing of certificates in a manner so that in addition to its own certificate policies, they are also suitable for the issuing of certificates according to the certificate policies listed below. Certificates issued according to certificate policies imposed by third parties are managed by the Service Provider in a manner similar to that applied for certificates issued according to its own certificate policies, the additional limitations imposed by the third party issuing the certificate policy are also enforced, and the additional services defined by the party issuing the certificate policy are also provided.
The Service Provider supports the following certificate policies defined by third parties: The document published by public administration [8] contains a description of these certificate policies.
• “Harmonized public administration  certification policy related to clients requiring the use of cryptographic hardware devices (1.0)”
0.2.216.1.100.42.101.3.2.1
(A counter-identification service is also related to certificates issued according to this policy.)
• “Harmonized public administration certificate policy related to civil servants requiring the use of cryptographic hardware devices (1.0)”
0.2.216.1.100.42.101.4.2.1
• “Harmonized public administration certificate policy related to clients (1.0)”
0.2.216.1.100.42.101.5.2.1
(A counter-identification service is also related to certificates issued according to this policy.)
• “Harmonized public administration certificate policy related to automatic mechanisms operated by clients (1.0)”
0.2.216.1.100.42.101.6.2.1

• “Harmonized public administration certificate policy related to civil servants (1.0)”
0.2.216.1.100.42.101.7.2.1
• “Harmonized public administration certificate policy related to automatic mechanisms representing public administration (1.0)”
0.2.216.1.100.42.101.8.2.1
The Service Provider also provides a counter-identification service with respect to certificates in line with public administration policies and issued for clients of public administration. (Section 4.13.)
Should the Service Provider issue a certificate compliant with a certificate policy imposed by a third party, the Service Provider proceeds according to the given certificate policy, and the certificate policy forms an annex to the contract between the Service Provider and the Client.
1.2.3. 
Test Certificates
The Service Provider also issues test certificates – with the purpose on one hand to test its own system, and on the other hand to enable third parties to test the Services. Test certificates have no legal bearing, and the Service Provider assumes no responsibility for their issuing, use, or the availability of related services. The Service Provider labels the test certificates as follows:
• The Service Provider either indicates OID 1.3.6.1.4.1.21528.2.1.1.9 as the certificate policy within the certificate, or
• the Service Provider does not indicate any certificate policy of any kind on its certificate.
1.3. 
PKI Community
The community applying the Services provided within the framework of this Statement is comprised of the following:
• Microsec e-Szignó Certification Service Provider,
• registration organizations having a contractual relationship with Microsec Kft,
• the end entities.
1.3.1. 
Certification Body
The creation and management of certificates is performed in a centralized manner, and provided for by an independent business unit operating within the organization of the Service Provider, that is the e-Szignó Certification Service Provider. The publication of the certificate repository and certificate revocation information, as well as the management and making available of smart cards are also performed within the frameworks of the same organizational unit, which is also the organizational unit providing the online certificate status service. This organization unit is also responsible for performing tasks related to the management of statements.
Certification units
The following contains a list of certification units appearing in the e-Szignó Certification Service Provider system.
• “Microsec e-Szignó Root CA” (self-certified) – This root certification unit directly or indirectly issues a CA certificate to all other certification units of the e-Szignó Certification Service Provider, with the exception of certification units participating in the OCSP service and issuing public administration certificates. In the following, it shall be clearly indicated if the certificate of any certification unit is not issued by “Microsec e-Szignó Root CA”.
• “Advanced e-Szignó CA3” – This unit has issued certificates exclusively according to certification class III, for natural persons and automatic mechanisms.
• “Advanced e-Szignó CA3” – This unit issues certificates exclusively according to certification class II, for natural persons and automatic mechanisms.
• “Authentication e-Szignó CA4” – this unit issues – exclusively authorization type – certificates according to certification class III, and within this, also issues certificates according to the public administration certification policy. This unit also issues certificates for Web servers.
• “Encryption e-Szignó CA5” – this unit issues – exclusively encryption type – certificates according to certification class III, and within this, also issues certificates according to the public administration certification policy.
• “Microsec e-Szignó Server CA” (CA certificate for this is issued by the Microsec e-Szignó Root CA) – This unit issues certificates complying with public administration certificate policies as well as according to certificate class III for automatic mechanisms.
• “e-Szignó OCSP CA” (self-certifies) – The certification unit issuing the response certificate of OCSP.
• “Advanced e-Szignó OCSP Responder” – CA certification of this is issued by the e-Szignó OCSP CA.

From amongst the above, the hash of the certificate belonging to “Microsec e-Szignó Root CA” and “e-Szignó OCSP CA” were published by the Service Provider in the July 21, 2005 edition of Magyar Nemzet. The following contains a description of the hash belonging to these self-certified root certificates. These certificates are also available on the home page of the e-Szignó Certification Service Provider.
• SHA-1 hash of the Microsec e-Szignó Root CA certificate:
23 88 c9 d3 71 cc 9e 96 3d ff 7d 3c a7 ce fc d6 25 ec 19 0d,

 SHA-256 hash of the same certificate:
32 7a 3d 76 1a ba de a0 34 eb 99 84 06 27 5c b1 a4 77 6e fd ae 2f df 6d 01 68 ea 1c 4f 55 67 d0
• SHA-1 has of the e-Szignó OCSP CA certificate:
56 2c 85 5b 9c d9 be 0e 64 e6 f7 95 86 24 95 a1 09 3e f1 68, 

SHA-256 hash of the same certificate:
15 a9 45 a5 e4 92 c8 6c 3e 4e 0e a5 81 4c 9c 43 b0 4f 2e a6 83 1a 64 6c 37 8c d2 b1 82 05 aa 89
With the e-Szignó Root CA root certificate, the Service Provider participates in the “Microsoft Root Certificate Program”. As a result, this certificate is included in and distributed by the certificate repositories of Microsoft products.
The other own certificates of the Service Provider can be verified based on the root certificates. As a result, these certificates are only published by the Service Provider on its home page. Should another certification service provider also issue certificates for specific certification units of the Service Provider – based on a law, a contract between certification authorities, or within the framework of a mutual agreement –, the Service Provider may also publish these certificates on its home page. In the case of certificates issued for the Service Provider in this manner, the Service Provider shall comply with the certification policy of this other service provider performing CA or cross-certification of the Service Provider, and will recognize the contents thereof related to this certificate as mandatory. The Service Provider accordingly complies with the certification policy of the Public Administration Root Certification Service Provider (KGYHSZ) [10], and recognizes its contents as mandatory regarding itself – as the first level certificate service provider.
1.3.2. 
Chained Certification Service
The Service Provider has the right to offer a chained certification service, within the framework of which a certification unit of the Service Provider issues a certificate to a certification unit controlled by another certification service provider (hereinafter: certification service provider with CA certificate).
The Service Provider has the right to use the following certification units for chained certification services:

• “Microsec e-Szignó Root CA”
• “Microsec e-Szignó Server CA”
This CA certificate is issued subject to the following conditions:
• The Service Provider contracts the CA certification service provider. This contract specifies the exact conditions of CA certification. The CA certification service provider itself contracts the clients belonging to it. Within this contract, the service provider issuing the CA certificate is appointed as the certification service provider.
• The Service Provider assumes complete responsibility for the activity of the chained certification service provider.
• The CA certification service provider may only issue certificates to a well defined scope of clients.
• The CA certification service provider must make its certificate policy public, and operate according to this certificate policy. The Service Provider has the right to perform a regular audit of the operation of the CA service provider.
• The Service Provider revokes the certificate issued during CA certification if the CA certification service provider does not meet its own certification policy, or if the CA  certification service provider indicates that its CA service provider key has been compromised.
• Based on this CA certification, the CA certification service provider may not issue certificates according to the public administration policy.
1.3.3. 
Registration Service Provider
The Service Provider implements registration and other tasks related to the issuing of certificates, as well as further certificate management tasks centrally, within the framework of a customer care center operating within its own organization.
Tasks of the center:
• registration of the Subject indicated on end user certificates,
• administration and registration activity related to the issuing of certificates and smart cards,
• liaison with clients (reception of questions, announcements, requests and complaints, and the initiation of their processing),
• performance of certificate actions (revocation, suspension, reinstation, certificate replacement),

• administrative activity related to the online certificate status protocol service.
The customer care center operated by the Service Provider receives requests pertaining to various certificate actions (certificate replacement, revocation, suspension, and reinstation), and initiates their processing. The Service Provider maintains a continuously available standby service for the initiation of suspension and reinstation – 24 hours a day, every day of the week.
The registration service provider may perform registration activities at the following locations:
• In the customer care center of the Service Provider;
• The staff of the registration organization may visit clients and perform mobile registration activities on the site according to the internal statements of the Service Provider.
Consequently, the Service Provider may also contract other organizations for the creation of external registration offices, which perform specific tasks of the central office at an external location. External registration offices establish an operating policy and their own statement based on this statement, which are accepted by the Service Provider.
1.3.4. 
End Entities
End entities of the Services offered by the Service Provider are as follows:
• Subscriber: Subscribers define the scope of Subjects using the Services, and Subscribers also cover the costs related to the Services. The Subscriber contracts for services with the Service Provider.
• Subject: The Service Provider issues certificates to the Subject. Subjects may be natural persons, legal entities, or devices. The Service Provider does not necessarily contract the Subject, as it is the Subscriber – or a person appointed by the Subscriber – which acts on behalf of the Subject. The Subscriber is responsible for the activities of the Subject. If the Subject is a natural person, the Service Provider, in a manner compliant and proportional with the relevant certification policy,  ensures that the private key belonging to the certificate is actually held by the Subject.
• Represented Organization: If a certificate has been issued to the Subject in order to be used for the benefit of a legal entity (organizational certificate), the Represented Organization is the actual organization also indicated within the certificate. The Service Provider does not necessarily have a contractual relationship with the Represented Organization, but the Service Provider does not issue organizational certificates without the approval of this organization. The Service Provider will suspend or revoke the certificate upon the request of this organization.
• Relying Party: The party using the certificate. The Relying Party does not have a contractual relationship with the Service Provider. The recommendations pertaining to its activities are set forth within the Statement as well as other statements indicated within. The primary means of liaison between the Service Provider and the Relying Party is primarily the Internet site.
1.4. 
Applicability
The following rules are valid regarding the applicability of certificates issued during the providing of the Services as well as related private keys:
Approved usage options
The end entity certificates issued as well as the related private keys may only be used for the purpose indicated within the certificate – such as encryption or certification –, as defined in the rules pertaining to the use of keys within the certificate (Section 6.1.9.).
Limitations
The Service Provider limits its compensation liability related to the services. The amount of this limitation is HUF 100,000 per damage incidents for certificates belonging to certification class III, as well as those compliant with the public administration certificate policy. The Service Provider assumes no compensation liability with respect to certificates belonging to certification class II. Several damages arising from the same cause are defined as a single damage incident.
Forbidden usage options
The certificates issued as well as the private keys belonging to them may not be used for any purpose other than the key use indicated within the certificate.
Certificates serving the purpose of providing signatures for computer programs (so-called code signing) as well as ones issued for Web servers may not be used in a manner which may endanger the security of the Relying Parties. It is especially forbidden to use code signing certificates for the signing of viruses or malign software, as well as to use Web server certificates for the operation of Web sites misleading the Relying Parties (e.g. “phishing”). The Service Provider will revoke the certificate if it learns that the Client has used the certificate in a manner which endangers the security of the Relying Parties – according to the interpretation of the Service Provider.
1.5. 
Contact
1.5.1. 
Customer care center
End entities may turn to the Customer care center regarding questions and problems related to the services. The data of the customer care center, relevant contact details, and work hours are indicated in Section 1.1.3.
Specific functions of the customer care center are also provided for by the mobile registration staff of the Service Provider.
The Service Provider operates a telephone suspension service, available 24 hours a day at the following numbers:
• (36-1) 505-4446
• (36-1) 505-4447
1.5.2. 
Certification Body
The certification body is accessed through the Customer care center as well as the mobile registration staff.
1.5.3. 
Competent Consumer Protection Service Provider
See: Section 1.1.3.
1.6. 
Terms and Acronyms
Terms
Subject: A natural person, legal entity, or device for whom or which the Service Provider issues the certificate. The Subscriber acts on behalf of the Subject.
Represented Organization: If a certificate has been issued to the Subject in order to be used for the benefit of a legal entity, the Represented Organization is the actual organization also indicated within the certificate.
Hardware Cryptographic Key: A hardware based secure device which generates, stores, and protects keys, as well as provides a safe environment for the execution of cryptographic functions. Note: Possible examples for such devices: PC expansion card, smart card, USB token.
Relying Party: See: Section 1.3.4.
Certification Policy: A collection of rules in which the Service Provider prescribes the conditions for using a certificate for a group of users having some sort of common security requirements, as well as specific applications.
Certification Unit: A unit of the Service Provider which performs the signing of certificates. There is always one signing key belonging to a certification unit.
Time Stamp: Data assigned to or logically connected to an electronic document which can be used to prove that the document is unchanged when compared to the status at the time of placing the time stamp.
Compromised: A key is compromised if unauthorized persons also learn of its contents.
Key: A unique digital series of signals performing cryptographic transformation, the knowledge of which is required for encryption and/or decoding.
Key Management: The generation of cryptographic keys, their transmission to users or the algorithmic implementation thereof, and furthermore the keeping of key records, their storage, archival, revocation, deletion, in close connection with the security process applied.
Public Key Infrastructure (PKI): An infrastructure serving the purpose of the creation, verification, and management of electronic signatures, including the system of institutional background, as well as various authorities and devices.
Registration Service Provider: An organization which verifies the identity of the subject of the certificates.
Special Operational Situation:
 A special situation interfering with the operational flow of the service provider which temporarily or permanently makes it impossible for the Service Provider to continue normal operations.
Administrative Clerk: 
A person authorized to suspend, reinstate, and revoke the certificates belonging to its own organization on behalf of its organization.
Certificate Practice Statement:
A statement containing detailed procedural and other operational rules related to the activities of the Service Provider.
Certificate: Proof issued by the Service Provider connecting the signature verification data to a specific Subject whose identity has been verified.
Enrollment: The process during which the Subject advances its data to the Service Provider, and authorizes the Service Provider for managing the data. Based on this data, the Service Provider creates the smart card of the Subject (if necessary), and prepares to issue the certificate. The data within the enrollment form is not considered by the Service Provider as credible as long as the Subject confirms it using a Certificate Application signed in its own hand. The enrollment form may also be submitted remotely (by mail or electronically).
Certificate Application: The process during which the Subject confirms the data within the certificate using its own had written signature. In the case of certificates belonging to certification class III and compliant with public administration certification policies, the certificate application may be submitted in person.
Certificate Type: See: certification policy.
Acronyms
• CA: Certification Service Provider
• CRL: Certificate Revocation List
• OCSP: Online Certificate Status Protocol
• NCA: National Communication Service Provider
• RA: Registration Service Provider
• TSA: Time Stamping Service Provider
• CP: Certificate Policy
• CPS: Certificate Practice Statement
2.
Publication and Certificate Repository
2.1. 
Publication of Service Provider Information
2.1.1. 
Publication of Terms and Conditions
The Service Provider publishes its contractual terms and statements in an electronic format (PDF) on its Web site. In addition to the documents in effect, former versions are also available on the Web site.
2.1.2. 
Publication of Special Information
Should the service provider prepare to terminate its services, or the private key of one of the certification units operated by it be compromised – also including root and intermediate certification units and time stamping units –, it publishes an appropriate announcement in a national daily paper. The Service Provider must in all cases publish the announcement in the cases mentioned above. In the first case, the announcement is published at least 60 days prior to the termination of services. (Section 5.7.) Should an Service Provider private key become compromised, the announcement is published without delay, and the altered revocation status of certificates belonging to the private key is also published without delay.
2.1.3. 
Publication of Certificates
Section 1.3.1. contains the method of publishing service provider certificates. The Service Provider publishes the end entity certificates for end entities on its Web site, if approved by the client belonging to the certificate.
2.1.4. 
Publication of the Revocation and Suspension of Certificates
The Service Provider publishes status information related to the certification units operated by it as well as to units participating in online certificate status protocol services using the following methods:
• It publishes an announcement regarding a change in the status of its root certification units in a national daily paper. In the case of self-certified certificates, this is the only method which may be considered as the official form (see Section 1.3.1.).
• Any status change of the certificates of intermediate (non-root) certification units is published using revocation lists, its own Web site, as well as within the framework of the online certificate status protocol service.
In line with international best practice, a certificate with an extremely limited validity (valid of not more than 1 day) is issued to respondents signing online certificate state responses, thereby preventing having to check the revocation state of the certificate. The revocation status of the certificate which is valid for not more than 1 day is exclusively published by the Service Provider in a manner so that in the case of the key becoming compromised or any other problems, no new certificate is issued for the old private key signing the OCSP responses. Following this, the Service Provider publishes OCSP response certificates for a new, secure private key. Section 4.5.2. contains a more detailed description of the verification of OCSP responses.
The Service Provider publishes the status information related to end entity certificates issued by it using the following methods: 
• the revocation lists,
• within the framework of the online certificate status protocol service (if made possible by the relevant certification policy).
The revocation and suspension of the end entity certificate is always made public by the Service Provider. This does not require the approval of the Subject. Also see Section 4.10. for the methods of communicating status information.
2.2. 
Frequency of Publication
2.2.1. 
Publication Frequency of Terms and Conditions
The publication of new versions related to the Statement is performed in line with the procedures described in Section 2.1. The Service Provider publishes its other statements and contractual terms as needed, together with their newer versions.
2.2.2. 
Publication Frequency of Special Information
The Service Provider publishes special information without delay and in line with legal regulations, or lacking these, whenever necessary.
2.2.3. 
Frequency of the Publication of Certificates
Regarding the publication of specific certificates, the Service Provider follows the following practice:
• The certificates of root certification units operated by it are published within 10 working days following the commencement of the service or the issuing of the new certificate.
• Certificates of intermediate certification units operated by it are published within 5 working days of having been issued.
• Service Provider end entity certificates are published immediately in the certificate repository upon the approval of the Subject following their generation.
2.2.4. 
Frequency of Publishing Changed Revocation Status
The Service Provider publishes the status information related to end entity certificates issued by it as well as the certificates of units issuing end entity certificates using revocation lists and within the framework of the online certificate revocation status protocol service. Section 4.10 discusses the frequency of publishing revocation lists and the updating of revocation information provided by the online certificate status protocol service.
2.3. 
Access Checks
Terms and conditions, special information, certificates, and status information published by the Service Provider are public information. This information is available to anyone for read only purpose, in line with the characteristics of publication.
Information published by the Service Provider may only be complemented, deleted, or amended by the Service Provider. The Service Provider applies various protection mechanisms in its attempt to prevent the unauthorized modification of information.
2.4. 
The Certificate Repository
The certificate repository of the Service Provider is available on the Web site of the Service Provider using http queries. The Service Provider also publishes certificates in the case of which the client approves the publication of the certificate using the LDAP protocol.
The certificate repository is available at the following address:
https://www.e-szigno.hu/?lap=tanusitvanytar
The availability of the certificate repository is ensured continuously by the Service Provider (24 hours a day, all days of the year) with the exception of the time required for maintenance.
3. 
Identification and Authentication
3.1. 
Naming
3.1.1.
Name Types
The Issuer ID as well as Subject ID fields belonging to the core fields of the certificate comply with the requirements of the unique naming convention according to [11]. In addition, the Service Provider also supports the completion of the Alternative Name fields (Subject Alternative Names, Issuer Alternative Names) found in the extensions.
Name of the certification unit issuing the certificate
The ID of the certificate issuer (Issuer field) is constructed as follows:
• Common Name (CN) – OID: 2.5.4.3
English name of the certification unit issuing the certificate (see Section 1.3.1.).
• Organization (O) – OID: 2.5.4.10 "Microsec Ltd."
(Name of the Service Provider in English, without accents.)
• Organizational unit (OU) – OID: 2.5.4.11 "e-Szigno CA"
(Name of the Service Provider organizational unit without accents.)
• Locality (L) – OID: 2.5.4.7 "Budapest"
(Domicile city of the Service Provider without accents.)
• Country (C) – OID: 2.5.4.6 "HU"
(Two letter acronym of the domicile country of the Service Provider.)
The same data is indicated within the certificate of the issuer of the end entity certificate, in the fields identifying the subject.
Alternative names of the certification unit issuing the certificate
The Issuer Alternative Names field is not completed within end entity certificates. The field indicating the alternative names of the signer (that is the certification unit) is completed as follows:
• Subject Alternative Names – OID: 2.5.29.17 (non-critical)
CN = (Hungarian name of the issuing certification unit, see Section 1.3.1.) O = "Microsec Kft."
{0>OU = "e-Szignó HSZ" L = "Budapest"<}0{>OU = "e-Szignó HSZ" 

L = "Budapest"<0}
C = "HU"
rfc822Name = "info@e-szigno.hu"
Name of the Subject indicated within the certificate
The ID of the subject of the certificate (the content of the Subject field) is constructed as follows:
• Common Name (CN) – OID: 2.5.4.3

This field includes the name of the Subject as indicated on its personal ID, according to Hungarian spelling, together with accents.

In the case of a certificate issued for a device, this may contain the name of the device.

• Surname – OID: 2.5.4.4
This field contains the surname of the Subject, where the surname is generated by the Service Provider from the full name in the CN field according to the rule set forth within the annex. (Annex B) This field is only completed by the Service Provider if any of the certification policies pertaining to the certificate demand so. (These for example include the certification policies published by public administration.)
If the Subject indicated within the certificate is not a natural person, the Service Provider does not complete this field.
• Pseudonym (PSEUDO) – OID: 2.5.4.65
Only completed for certificates containing pseudonyms, in which case this field indicates the pseudonym of the Subject. The pseudonym is chosen by the Subject, and the pseudonym is not verified by the Service Provider at all.
If the pseudonym is completed, the CN field will in all cases contain the text “pseudonym certificate”.
• Serial Number – OID: 2.5.4.5
Each certificate may contain several serial number fields at the same time. One of the serial number fields includes the unique ID (OID) of the Subject.
OID format: "1.3.6.1.4.1.21528.2.2.x.y"
Within the OID above, x indicates the registration unit which has recorded the registration data belonging to the subject of the certificate, and y is the unique serial number of the Subject.
The Subject has the right to request a fresh (not yet assigned) OID in all cases. Pseudonym certificates are only issued by the Service Provider for fresh OIDs. The Service Provider only assigns the same OID to two certificates if it ensures that the Subject belonging to the two certificates is one and the same.
The other serial number fields contain (Value:Name) pairs. For example: "Szig.szam:AAAAAA" (ID number)
In line with standards, the Service Provider does not use accents within the serial number field.
Completion is optional in the case of certificates issued for devices. In the case of certificates issued for devices according to a public administration certification policy, this is not completed.
• Organization (O) – OID: 2.5.4.10
If the Subject is related to an organization, the “O” field will indicate the short name of this organization, according to the deed of foundation or authentic public records (e.g. company records), with accents. If the O field is completed, this is a so-called organizational certificate (see 1.1.6.). In the case of certificates serving the purpose of representing public administration, this indicates the name of the public administration organization represented; in the case of certificates serving the purpose of representing public administration, this field is always completed.
• Organizational unit (OU) – OID: 2.5.4.11
May only be completed in the case of organizational certificates based on proof or a statement issued by the organization indicated in the O field.
• Country (C) – OID: 2.5.4.6
In the case of organizational certificates, the two-letter code of the country which is the domicile of the organization indicated on the O field. Otherwise, this is the two-letter code of the country where the permanent address of the Subject is located.
In the case of Hungary, the value of the C field is: "HU".
• Locality (L) – OID: 2.5.4.7
The city where the permanent address of the Subject or the domicile of the organization is located. This field is optional.
• Title (T) – OID: 2.5.4.12
The role, position, or profession of the Subject.
In the case of organizational certificates, this is completed based on proof issued by the organization indicated on the O field. In the case of non-organizational certificates, this is completed based on proof issued by an organization independent from the Subject, and verified by the Service Provider.
Considering that the “Title” field contains the role of the Subject, it may contain further limitations regarding what the certificate may be used for.
• E-mail address (EMAIL) – OID: 1.2.840.113549.1.9.1
The e-mail address of the Subject. If completed, it must be identical to the e-mail address indicated in the RFC822name field within the Subject Alternative Name field. It must be a valid e-mail address.
This field is optional.
The following list contains the components that may be included in the Subject fields of specific certificates. Mandatory fields are indicated without brackets, and optional ones in brackets, while fields that are to be completed for organizational certificates between / signs.
• certification class III, and public administration certification policies for natural persons
CN, (surname
), serialNumber, (TITLE), (EMAIL /O/, /OU/, (L), C
• certification class III, and public administration certification policies for automatic mechanisms
CN, (serialNumber
), (TITLE), /O/, /OU/, (L), C
• Certification class II
CN, (serialNumber), (TITLE), (EMAIL), /O/, /OU/, (L), C
Subject Alternatives Names
The Subject Alternative Names – OID: 2.5.29.17 field is constructed as follows:
• Subject Alternative Names – OID: 2.5.29.17 (non-critical)
Upon the request of the subject, this (typically the Subject Alternative Names CN field) may include the name of the Subject in a written form different from that in its personal ID. This name may be written either with or without accents. The Service Provider is also entitled to indicate the type of the name.
The Service Provider also verifies the names within the Subject Alternative Names field, and decides on the names on a case by case basis. The decision is made based on whether the name requested by the client is the actual name of the Subject, and whether it does not mislead others. If the Subject does not use the name indicated in its document used for personal identification when exercising its profession, it may request that the Service Provider feature this alternative name in the field Subject Alternative Names.
rfc822Name: This field contains the e-mail address of the Subject. If the certificate includes an e-mail address, this field is definitely completed. The same e-mail address may also appear optionally in the EMAIL field of the certificate.
3.1.2. 
Need for Names to be Meaningful
The following rules pertain to the SubjectDN field:
• The ID must be comprehensible.
• The name of the person within the certificate must be indicated in writing identical to the one in the personal ID document presented, together with the proper accents.
3.1.3. 
Rules of Interpretation for Various Naming Formats
In order for the IDs to be interpreted correctly, it is recommended that Relying Parties proceed according to the contents of this Certificate Practice Statement. Should the Relying Party require help in the interpretation of the ID or the data indicated within the certificate, it may also contact the Service Provider directly. In such cases, the Service Provider does not provide extra information regarding other data of the client –presuming that this is not prescribed by law –, but merely provides information facilitating the interpretation of the data indicated within the certificate.
The Service Provider provides a counter-identification service regarding the certificate if the Service Provider has issued the certificate according to a certification policy which demands a counter-identification service. Section 4.13. contains a description of the counter-identification service.
3.1.4. 
Uniqueness of Names
The Subject has a unique name in the certificate repository of the Service Provider. This is primarily ensured by the unique ID within the Subject DN Serial Number field, which by default is the unique ID of the Subject acquired within the records of the Service Provider (OID). Other unique IDs may also be indicated upon request (e.g. personal ID number, tax number, ID within the organization).
3.1.5. 
Procedures for Resolving Naming Disputes
The distribution of unique Subject IDs (OID) is performed according to the order of evaluation of certificate applications received. As a result, it is guaranteed that the Subject field within the certificate will be unique. The Service Provider does all within its powers to check the eligibility of the client regarding the use of the names indicated. Upon unauthorized use of name or data, or if bound by an order of a court of law, or if another party has provided sufficient evidence to prove its eligibility, the Service Provider has the right to revoke the certificate in question.
3.1.6. 
Recognition, Certification, and Role of Brand Names
During the providing of its services, the Service Provider applies the name “e-Szignó”. E-Szignó Bt. has given its approval for the use of the name.
The fields of the end user certificate requested by the Service Provider may also include trademarks. The Service Provider may verify the authorized use of these to the extent of its capabilities, but it will not assume a role of intermediator or arbiter in the resolution of such disputes.
3.2. 
Initial Identification
3.2.1. 
Possession of Private Key
The Service Provider uses one of the following methods to convince itself that the private key belonging to the certificate is actually held by the Subject.

• If the certificate is issued on a smart card provided by the Service Provider, the Service Provider generates the private keys belonging to the certificate within its own organization, and delivers the smart card to the Subject.
• If the Service Provider does not provide an smart card for the certificate, and the public and private key belonging to the certificate is generated by the Subject, the Subject includes the private key in a certificate application of the format PKCS#10, and signs this PKCS#10 certificate application. Together with the PKCS#10 certificate application, the Subject also forwards a password to the Service Provider. (This process may be most simply performed by the Subject on the home page of the Service Provider.) The same password must be provided during registration, thereby proving that it was the same party that submitted the PKCS#10 certificate application containing the public key.
• If the Service Provider does not provide an smart card for the certificate, and the public and private key belonging to the certificate are generated by the service provider, the Service Provider forwards the private key to the Subject during personal registration, or using another secure channel. This opportunity may be used in the area of public administration, and cannot be applied in the case of certificates complying with public administration certification policies.
3.2.2. 
Certification of Organizational Identity
In the case of organizational certificates, the name of the Represented Organization is also indicated on the end entity certificates. In these cases, the Service Provider only issues the certificate upon the approval of the Represented Organization. (These certificates are later suspended or revoked by the Service Provider upon the request of the Represented Organization.)
During registration and certificate exchange, the client must provide data and evidence regarding the following:
• complete and short name as well as domicile of the organization
• name of the organizational unit within the organization, if this is requested to be indicated on the certificate,
• the role of the subject within the organization,
• official identification data of the organization,
• proof as to whether the person signing the Service Contract on behalf of the company has the right to sign,
• if the Represented Organization is a public administration body, and this is required by a certification policy in the case of a given certificate, the natural person representing the public administration organization at the time of registration must present an appointment issued by the given public administration organization set forth within a public document and also containing the name of the public administration organization in order to proceed with respect to affairs occurring at the Service Provider on behalf of the Represented Organization,
• if the Represented Organization is not a public administration organization, but it requires a certificate which can also be used in the area of public administration, at the time of registration it must present an appointment issued and signed by the person authorized to sign on behalf of the given organization which also contains the name of the given organization in order to proceed  with respect to affairs occurring at the Service Provider on behalf of the Represented Organization,
• proof of the fact that the organization is an actually existing organization.
The specimen signature copy of the person authorized to sign on behalf of the Represented Organization or another official document equivalent to the signature specimen copy must be attached to the certificate application, which contains the name and signature of the managers of the organization that are authorized to sign. Furthermore, the document providing evidence to the identity of the organization must also be attached. In the case of companies registered at a Company Registration Court, the above documents may also be acquired by the Service Provider.
The Service Provider verifies the validity and credibility of official and other documents presented in authentic public databases. The Service Provider rejects the issuing of the certificate if:
• the data delivered is incomplete,
• doubt has arisen as to the authenticity, genuineness, or validity of official and other documents presented,
• it is unclear which organization the person belongs to,
• the identity of the organization cannot be determined beyond all doubt,
• during data comparison with authentic public databases, doubt has arisen as to the above,
• the mandate of the organization pertaining to the issuing of the certificate is unclear, and the requestor has failed to supplement or correct the data and/or documents within the notice issued by the Service Provider within the deadline specified by the Service Provider (gap filling deadline).
3.2.3. 
Certification of Personal Identity
In the case of certificates belonging to certification class III and complying with public administration certification policies, the Subject must personally appear before the registration staff of the Service Provider. If the identity of the Subject is certified by the registration staff of the Service Provider, such certification is typically performed in the customer care center of the Service Provider. However, the Service Provider in all cases acknowledges such certification being performed by the mobile registration staff on an external location as an equivalent solution.
The Service Provider accepts the following documents for the certification of personal identity:
• personal ID,
• passport,
• driver’s license.
The Subject must prove its identity using at least one certificate from those listed above. If the certification policy applied also requires the presentation of further certificates in addition to the above (e.g. residential address card), the Service Provider also requests these certificates from the applicant.
The documents presented must be authentic, genuine, and valid. The documents are verified by the registration staff of the Service Provider trained for the verification of documents using the appropriate methods, and data is compared against the personal data and address records, transport document records, and driver’s license records.
At the time of registration, the Subject uses its own signature to confirm the correctness of the data entered. The person performing registration uses its own signature to prove that the photograph on the official ID presented reflects the facial characteristics of the Subject, and the own signature of the Subject reflects the signature within the official ID.
Regarding the certificate, the Service Provider provides a counter-identification service at a later point (see 4.13) if any of the certification policies indicated within the certificate demands so. In the case of a certificate suitable for the representation of a public administration organization, the Service Provider provides notice to the Represented Organization regarding the fact that the certificate had been issued – without specifying the data of the Subject.
Regarding certificates belonging to certification class II, the Subject must submit a photocopy of one of its IDs. (If the Subject would not like for the copy of its ID to be held by the Service Provider, it may also prove its identity according to certification class III.) The Service Provider accepts the following IDs:
• personal ID,
• passport,
• driver’s license
The Service Provider reserves the right to also accept other certificates in the case of certificates belonging to certification class II.

The Service Provider also verifies the identity of foreign citizens using a passport or other document suitable for personal identification, and also performs data verification with the appropriate records of the given country. The checking of the foreign document with an appropriate degree of safety, as well as other steps of accessing foreign records – possible diplomatic CA certification of the document or contacting of the embassy of the given country – may also be needed; rules and guidelines related to these are defined by the internal statements of the Service Provider. The Service Provider does not issue the certificate if based on its own internal statements it deems that it is unable to verify a document issued in a foreign country or the data of a foreign person with an appropriate level of safety.
3.3. 
Certificate Replacement Scenario
Certificate replacement means that a Subject that has gone through registration, that is the process described in Section 3.2.3., applies for a new certificate instead of its existing one.
In the case of certificate replacement, the Subject or the Represented Organization must issue a written statement – for example, adorned with an electronic signature – to the fact that the data to be included in the new certificate is correct. This either confirms that the new certificate of the Subject should include the data indicated within its former certificate, or indicates the appropriate data which is to be amended.
Depending on why the certificate was replaced, various processes may belong to the certificate replacement:
• If the existing certificate of the Subject is still valid but is soon to expire, and the client requests a certificate indicating data identical to that within the former certificate of the Subject, and the two certificates are issued for the same public key, this constitutes renewal, the details of which are described within Section 4.6.
• If the Service Provider issues the new certificate for a new public key, the process is referred to as re-key, as described in Section 4.7. Re-key is typically performed if the certificate of the Subject is no longer valid (for example if it was revoked), but re-key may also be performed in the case of a still valid certificate (for example if the size of the old keys is no longer appropriate).
• If the new certificate of the Subject is still valid, but the Subject requests that the data indicated within its certificate be amended, this constitutes data amendment, and is described within Section 4.8. In the case of data amendment, the Service Provider verifies the correctness of new data.
Certificate replacement can only be performed remotely in a manner not requiring personal presence if the private key belonging to the new certificate is already held by the Subject, and this has been confirmed by the Service Provider during a personal encounter in a manner providing a security level equivalent with the processes applied during the issuance of the first certificate, that is the private key of the new certificate has become the possession of the Subject during a personal encounter. If this condition is met, the certificate replacement may also be performed from a long distance; this may be performed in the case of renewal, key replacement (case of revoked or expired certificate), and data amendment.
The Service Provider performs repeated verification with authentic public databases in the case of each certificate replacement – regardless of whether the action performed is renewal, key replacement, or data amendment.
In the case of data amendment and key replacement, the Service Provider is authorized to request the repeating of the process applied during the issuance of the first certificate, also including a personal encounter. The personal encounter must be repeated if the nature of the amended data makes it impossible to determine whether the amended data to be indicated within the new certificate is data belonging to the same person as the one to whom the Service Provider attached its former certificates.
In the case of key replacement, the personal encounter must be repeated if the former certificate has been invalid for a period of at least 2 months, and the Subject does not have a previous agreement regarding this with the Service Provider.
In the case of certificates which can be used in public administration, another rule is that certificates may only be renewed once. Following this, the key must be replaced.
The replacement of certificates belonging to certification class II can only be performed by requesting a new certificate, using the process applied when the first certificate was issued.
3.4. 
Suspension and Revocation Request
Section 4.9. discusses the identification and certification implications of requests pertaining to this.
4.
Lifecycle of Certificates
4.1. 
Certificate Application
Certificate applications may be submitted by clients that have previously established a contractual relationship with the Service Provider. The Subject appointed and indicated amongst others on the certificate application may also proceed on behalf of the Subscriber.
Prior to establishing a contractual relationship, the Service Provider informs its clients in informative publications regarding the terms and conditions pertaining to the use of certificates. This information is on one hand performed using the Web site of the Service Provider, the public documents available there, as well as the informative publications specifically serving this purpose. The above informative brochure can be downloaded from the Web site of the Service Provider and viewed in the customer care center of the Service Provider, or requested from the mobile registration staff of the Service Provider. If the Subject is not the same as the Subscriber, the Service Provider also provides the above information thereto.
Certificate applications pertaining to certificates belonging to certification class III or complying with public administration policies may only be submitted in person at the customer care center of the Service Provider, or the mobile registration staff of the Service Provider.
Prior to the application request, clients must also submit a prior certificate application to the Service Provider, in which they indicate to the Service Provider what certificate they are requesting and subject to what conditions. This step may be performed electronically, through the Web site of the Service Provider, and may also happen in a free form letter which contains the information on the certificate application form. This letter may be submitted by the Subject electronically or by post. In electronic cases, the Service Provider accepts qualified or increased security mail, or mail certified using a simple electronic signature.
In the case of certificates belonging to certification class II, certification applications may be submitted by post. A preliminary certificate application must be submitted through the home page of the Service Provider also in these cases.
4.2. 
Submission and Processing of the Certificate Application
New end-user certificates belonging to certification class III or complying with public administration certification policies may be applied for at the customer care center of the Service Provider or at any one of the external registration authorities. The Subject must appear in person for receiving the private key belonging to the certificate. If it is not the Subject appearing before the Service Provider, but the registration staff contacts the Subject, this is in all cases treated as equivalent by the Service Provider.
Steps of the application process are as follows:
• The Subscriber gathers information regarding the certification policies and certificate types supported by the Service Provider, as well as the conditions of using the service. It may do so using the Web site of the Service Provider or at the customer care center.
• The Subscriber enters into a service contract with the Service Provider, which specifies the Subjects that are eligible for being indicated on certificates issued within the framework of the contract.
• The Subscriber specifies which Subject is authorized to request a certificate according to which certification policy.
• The Subject also gathers information regarding the certificate types of the Service Provider, as well as the conditions of using the service. It may do so using the Web site of the Service Provider or at the customer care center.
• The Subject indicates to the Service Provider that it is seeking a certificate, submits its data to the customer care center of the Service Provider, and authorizes the Service Provider to manage its data for the purpose of issuing the certificate.

• The Service Provider verifies the information specified, with special regards to those that must also be indicated within the certificate.
• Should the Subject request a certificate containing an e-mail address, the Service Provider verifies the e-mail address to be indicated within the certificate prior to its issuance. It convinces itself whether the e-mail address actually exists, and verifies whether the e-mail address is the actual e-mail address of the Subject.
• In the case of SSL certificates issued for servers (Web server certificates), prior to the issuing of the certificate, the Service Provider verifies whether the address or domain to be indicated within the certificate of the server is actually held by the Subject, or whether the Subject is in possession of an authorization according to which it has the right to request an SSL certificate for the given address or domain.
• Certificates serving the purpose of signing of computer programs (so-called code signing) and Web server certificates are only issued by the Service Provider according to certificate class III. The identity of the Subject and the Represented Organization, as well as whether the private key belonging to the public key within the certificate are verified accordingly prior to the issuing of the certificate.
• The Service Provider compares its data to authentic public databases (for example, the address records or company records). Wherever this is feasible is the case of the specific database, the Service Provider performs data comparison electronically.
• In the case of organizational certificates, the Service Provider also requests proof issued by the Represented Organization regarding the fact that the Subject has the right to be indicated within the certificate of the Represented Organization – in the roles indicated. If such proof was not issued directly by the Represented Organization, the Service Provider provides notice to the Represented Organization regarding the fact that it had received such proof.
• The Service Provider complies with its information obligation in such a manner so that it makes an information publication available to the Subject. The Subject has an opportunity to study the publication and for consultation. The contents of the publication and the certification application form can also be found on the Web site of the Service Provider, so that these can be viewed in advance.
• During registration, the Subject must appear in person before the registration staff of the Service Provider or an external registration organization belonging to it. The registration staff identifies the Subject as described in Section 3.2.3.
• A solution which is in all cases equivalent with the first step is when the Service Provider (or its external registration organization) visits the Subject, and performs personal identification at a location specified by the Subject, in line with the security rules of the Service Provider.

• The Service Provider identifies the Represented Organization as described in Section 3.2.2.
• The Service Provider determines the unique name of the Subject, and within the framework of this, assigned a globally unique ID (OID) to the Subject. This is performed as described in Section 3.1.1.
• The Service Provider archives the contracts, the certification application, and all proof submitted by the Subject or the Represented Organization.
• Prior to these steps, applicants may also refer to their certification applications verbally. They also have the opportunity to study the public documents of the service onsite, moreover they can also receive verbal briefing in connection with the service.
• During registration, the Subject provides its own signature as proof that the data specified on the certificate request form is correct, and that its certificate was valid at the point in time of registration. The registration staff of the Service Provider (or external registration organization) uses its signature to prove that the image on the ID of the Subject corresponds to the facial characteristics of the Subject, and that the signature within the ID corresponds to the signature of the Subject.
• If the identity of the Subject or its relationship with the Represented Organization cannot be determined beyond all doubt, or any data indicated on the certificate application form is incorrect, the application process is put on hold. At this time, the client has the opportunity to correct the data specified as well as to deliver missing proof.
• The Service Provider enters all of the information used to prove the identity of the Subject and the Represented Organization, including the registration number of the documentation used as proof and any potential restrictions connected to its validity.
• The Subject issues a statement to the effect that it has received information regarding the terms and conditions of the service provider as well as its own obligations, and that it accepts these terms, conditions, and obligations. The Subject approves the Service Provider to record the information provided by the Subject during registration, and acknowledges that the Service Provider handles this information belonging to the Service Provider as described within the contract and its annexes – including this Certificate Practice Statement. The Subject at the same time confirms that
– it commits to the use and protection of the private key and smart card,
– it provides proof to and guarantees the validity of the data indicated, and
– provides notice to the Service Provider regarding later changes in such data.

The Service Provider processes the certificate application without delay.
If the Subject submits the application request before an external registration organization, the Service Provider commits to processing the request and issuing the certificate within 14 working days.
In the case of certificates belonging to certification class II, the Subject submits the above documents (described for certification class III) to the Service Provider by post, who processes them according to the rules set forth within. In the case of certificates belonging to certification class II, the Subject does not need to appear in person before the staff of the Service Provider.
4.3. 
Issuing of the Certificate
End entity certificates are issued following the certificate application process. The certificate is created based on the data specified and verified within the certificate application, as well as the data available to the Service Provider and recognized as valid when applying for certificate replacement.
The data specified within the certificate application, as well as the public key of the Subject are registered within the information system of the Service Provider. The certification organization creates the certificate – adorns it with its own signature – and sends it back to the registration organization.
Following the submission of the certificate application, the Service Provider issues the certificate, that is it delivers it to the Subject according to the contents of Section 4.4., and – if approved by the client – publishes the certificate immediately in its public certificate repository.
4.4. 
Certificate Acceptance
In the case of certificates belonging to certification class III and complying with public administration certification policies, the Subject may only receive the smart card if identified by the customer care staff of the Service Provider (or an external registration organization).
In the case of certificates connected to an smart card, if the card is not received directly following registration, the Subject may receive the card upon personal identification during which it must identify itself using an ID suitable for the identification of an individual person. The delivering party verifies whether the facial characteristics of the Subject correspond to the image on the ID, and whether the signature of the Subject corresponds to the signature on the ID.
Prior to the reception of the smart card, the Subject must verify the data to be indicated within the certificate to be placed on the card. At the same time that the card is received, the Subject receives the codes required for activation. These codes are received in a sealed envelope, during the reception of which it must open it and verify whether the codes are legible. The Subject must change the default five digit code to a six digit code. The fact that the original code is a five digit one assures the Subject that the device had not been used previously. Following the reception of the device, the Subject may try its card in the customer care center of the Service Provider. Following the reception of the device, the Subject must (by own hand) sign a statement to the effect that it had received its card as well as the related activation codes.
Prior to starting to use the certificate, the Subject must verify the validity of the data indicated within the certificate. Should the Subject find incorrect data within the certificate, it must immediately indicate this to the Service Provider, and must initiate the suspension of the certificate.
The Service Provider provides notice to the Subject, the Subscriber, as well as the Represented Organization regarding the issuing and acceptance of the certificate. The notice submitted to the Represented Organization contains the filing number of the proof issued by the Represented Organization based on which the Service Provider has issued the certificate, if the certificate was assigned a filing number. The notice sent to the Subscriber and the Represented Organization does not contain the personal data of the Subject.
If the private key belonging to the certificate was generated by the Service Provider, the Subject accepts the certificate by downloading and starting to use the certificate.
4.5. 
Use of the Key Pair and the Certificate
4.5.1. 
Use of the Subject Certificate
The Subject may only use its certificate according to the key usage rules set forth within the certificate. (6.1.9) Certificates may only be used according to the key usage rules indicated within (Section 6.1.9.), and not for any other purpose.
During use, the limitations described in Section 1.4. must be observed.
4.5.2. 
Recommendations Related to the Relying Party
Should a Relying Party wish to use a certificate, it is recommended that it proceeds according to this Certificate Practice Statement during the use of the services received, with special regards to the certification of the validity of certificates. At this time – while adhering to the contents of the Certificate Practice Statement – it is recommended that it proceeds with utmost care and circumspection, which is comprised of reasonable judgment based on all information available in the manner described below.
If the Relying Party does not proceed according to the rules set forth within this document, the Service Provider assumes no responsibility for resulting damages.

It is advisable that checks pertaining to the certificate be performed by the Relying Party with respect to the complete chain of certificates.
In addition to the rules set froth within this document, the relevant certification policy contains further recommendations for the Relying Party. The steps described within this document can be derived from current laws in effect, international standards and recommendations, and do not contain any additional requirements compared to these. These steps describe the requirements listed in laws, standards, and recommendations.
In the case of certificates, if any data of the certificate or certification chain indicates that the action is invalid, or if it is unacceptable within the given context, the Relying Party must reject the certificate.
If a Relying Party wishes to reasonably rely on a certificate, it is recommended that it follows the steps below:
1. Verification to see whether the certificate has expired or not according to the validity period indicated within (see Section 7).
2. Examination of the applicability of the certificate for a given purpose. It is recommended to verify whether the certificate is suitable for encryption or certification, and it is advisable to also examine the role of the subject as indicated within the Title field of the certificate.
3. Verification of the revocation status of the certificate based on a CRL or OCSP response. The Service Provider CRLs are publicly available, while the OCSP service of the Service Provider can only be used by the clients of the Service Provider.
4. Verification of the certificate of the certification unit issuing the certificate, as well as the signature indicated within.
Should any of the checks described above prove to be unsuccessful, the certificate may not be accepted.
If a Relying Party wishes to reasonably rely on an OCSP response, it is recommended that it proceeds as follows:
If a Relying Party wishes to reasonably rely on an OCSP response, it must proceed according to the following: During the verification of the certificate status response (OCSP response), it is recommended that the validity of the signature on the response be investigated, as well as whether the response actually originates from the respondent of the e-Szignó Certification Service Provider (e-Szignó OCSP Responder). The certificate of the certification unit issuing the certificate of the respondent is available from the Web site www.e-szigno.hu. In addition, its is also recommended that it is verified whether the certificate of the OCSP respondent was valid at the time of the OCSP query.
It is recommended that OCSP responses only be considered as valid if it can be proven that the respondent was in possession of a valid certificate at the time of issuing the OCSP response. This is true if:
• The certificate of the respondent is still valid.
• The certificate of the respondent is no longer valid, but it can be proven – for example, based on a timestamp – that the certificate of the OCSP respondent was valid at the point in time when the response was issued.
If none of the above conditions is met, it is recommended that the OCSP response be rejected.
4.6. 
Replacement of Valid Certificates
A certificate replacement represents the process when a Subject already registered (and subjected to the registration process) must be issued a new certificate to replace its former certificate within the framework of a contract already in force. The certificate replacement in all cases represents the issuing of a new certificate. If the former certificate of the Subject is still valid at this point in time, this must be revoked – according to a schedule agreed with the Client. The following rules pertain to certificate replacement:a
• The replacement of the certificate may be initiated by the Subject.
• If the former certificate of the Subject had been revoked prior to the replacement of the certificate, the new certificate is only issued by the Service Provider for the new key as described in Section 4.7.
• If any data also indicated within the certificate changes, the Service Provider proceeds as described in Section 4.8.
• Prior to the issuing of the new certificate, the Service Provider checks the existence of the old certificate, as well as whether all new data indicated within the new certificate is correct and valid. In the case of any change occurring regarding the name of the organization or person within the certificate, the Service Provider repeatedly compares its data to the authentic public database.
• The method of identification and certification applied during certificate replacement is described in Section 3.3.
4.7. 
Replacement of Revoked Certificates
If the old certificate is revoked, the Service Provider issues the new certificate for the new key. The Service Provider also provides for the conditions described in Section 4.6. in this case. Prior to the issuing of the certificate, the Service Provider must also make sure in this case that the new key is held by the Subject, and that the data included within the certificate is valid.
4.8. 
Change of Data Within Certificates
If an item of data belonging to the Subject and indicated within the certificate changes, the Service Provider revokes the certificate according to a schedule agreed with the client. The old certificate must be replaced as described within Section 4.7.
In case of data amendment, the client must prove the validity of new data – in a manner identical to the one applied during the process conducted at initial registration. The Service Provider also provides for the conditions described in Section 4.6. in this case.
4.9. 
Suspension and Revocation of Certificates
The Service Provider provides both a certificate revocation and certificate suspension service. The revocation of the certificate sets the certificate status to permanently invalid. Suspended certificates are to be handled as invalid similarly to revoked ones for as long as their status is suspended. One certificate may have a status of suspended for up to 5 consecutive days. If the certificate is not reinstated following this period of time, the Service Provider revokes the certificate.
The use of private keys belonging to revoked and suspended certificates must be immediately terminated or suspended. The private key belonging to the revoked certificate must be immediately destroyed if possible following revocation.
Rules of responsibility related to revocation:
• Until the Service Provider receives the revocation/suspension request, the Subject and/or the Subscriber are liable for arising damages.
• Starting with the point in time when the Service Provider accepts the announcement of suspension or revocation, the Service Provider is liable for arising damages. Following the acceptance of the request, the Service Provider immediately publishes the changed revocation status of the certificate.
• If the Service Provider has already published the invalid revocation status of the certificate, the Service Provider assumes no responsibility if the Relying Party still considers the certificate to be valid.
The Subject (or the organizational administrator acting on behalf of the Subscriber) has the opportunity to suspend the certificate by telephone, in person, or signed electronically. Suspension over the telephone is available every day of the week, 24 hours a day. Suspension in person and by electroncally signed e-mail is only possible during business hours. Requests pertaining to the revocation of certificates are only accepted by the Service Provider in writing (in person and on paper, by post or electronic signature).
The Service Provider processes all suspension requests with special priority and immediately, without delay – typically within a few seconds –, and any changed revocation statuses appear on the revocation records of the Service Provider immediately following processing. The internal processes of the Service Provider ensure that this action is performed within not more than 5 minutes, that is the changed revocation status is published within not more than this period of time from the arrival of the suspension request.
Revocation requests are processed by the Service Provider within one working day, but with special priority. In the case of requests arriving in person or by the telephone, the time of arrival is when the client provides all data required for suspension/revocation. In the case of requests sent by post or e-mail, the time of arrival is when the letter arrives to the customer care center of the Service Provider during business hours, or the mailbox on the server of the Service Provider. Letters arriving outside of business hours are to be considered as received at the start of the next business hours at the earliest. The Service Provider only commits to complying with these requirements for requests submitted to the addresses indicated in Section 1.1.3., and provides no availability for the processing of requests submitted using other channels or to other addresses – especially directly to specific staff members of the Service Provider.
Should a client wish to revoke its certificate, and such revocation be urgent, or a client be unable to appear in person at the customer care center of the Service Provider, the Service Provider recommends that the client suspend the certificate using the telephone hotline service until revocation. It is sufficient to take care of revoking the suspended certificate later.
Should the client wish to urgently suspend the certificate, the Service Provider also recommends the use of the telephone hotline service for this case.
The Subject may only suspend its own certificate, with the exception of organizational administrators and those having the right to sign on behalf of a given organization, who may suspend, reinstate, or revoke all certificates belonging to their own subscription (that is, the same Subscriber). (Those entitled to sign on behalf of an organization may only suspend certificates in person or electronically, and not over the telephone.) As the verification of suspension authorizations (that is the identifying of the Subject ) is performed on the basis of passwords over the telephone, the Service Provider is only able to verify the password. The Service Provider accepts suspension from everyone that is able to provide the correct suspension password. The Service Provider logs all suspension, reinstation, and revocation requests. In the case of suspension and revocation, the Service Provider provides notice to the Subject and the Subscriber by e-mail of such fact.
4.9.1. 
Suspension by Telephone
Suspension by telephone is available 7 days a week, 24 hours a day. Clients of the Service Provider may use this transaction to indicate to the Service Provider if their card or private key has fallen into unauthorized hands. The availability of the telephone suspension service is 99% (that is it operates continuously in 99% percent of all the minutes within the year), while service down times may not exceed 3 hours in each case. Requests arriving by telephone are processed by the Service Provider with special priority and performed immediately.
Telephone requests are answered by the telephone hotline staff of the Service Provider. The Service Provider has the right to create a voice recording of the conversations occurring during suspension and reinstation arriving in relationship with the transaction.
The hotline staff of the Service Provider will definitely request the following information from the applicant:
• name of the applicant,
• name of the Subject whose certificate is to be suspended,
• date of birth of the Subject or the last three digits of the OID as indicated within the certificate (if an organization is suspended, the OID must definitely be specified),
• the suspension password, which may be:
– the suspension password of the Subject, or
– in case of an organizational suspension request, the organizational suspension password.
In addition to the data above, the hotline may request further personal data specified during registration from the applicant.
Should the applicant fail to provide any of the data indicated in the list above, or to provide the appropriate password, the Service Provider rejects the suspension request.
As soon as the staff of the Service Provider has successfully determined the suspension authorization of the applicant during the telephone conversation, it indicates that the Service Provider has accepted the application and started its processing. Starting from this moment, the Service Provider assumes responsibility for the damages arising out of accepting the certificate as long as the new revocation state of the certificate appears in the revocation records of the Service Provider.
Should the Service Provider learn that a card belonging to a client has fallen into unauthorized hands, all certificates issued for the card are suspended by the Service Provider.
The suspension password can be modified through the customer care center of the Service Provider. Should the Service Provider learn that a private key belonging to a software certificate (that is one not issued on an smart card) of a Subject has fallen into unauthorized hands, it suspends all software certificates of the Subject.
4.9.2. 
Suspension in Person or by Electronic Signature
The Service Provider will suspend the certificate of the Subject upon the request of the client. The suspension request may also be submitted using the “suspension/revocation application” form that can be downloaded from the Web site of the Service Provider. The use of this form is not compulsory, but the Service Provider must be able to exactly determine which certificate the applicant is seeking to suspend. Applications may be submitted in person, at the customer care center of the Service Provider, or by electronic mail, using an electronic signature. The registration staff sends an e-mail notice to the Subject and the Subscriber.
In the case of an organizational suspension application, the organizational administrator (or the person authorized to sign on behalf of the organization) must complete an “organization suspension/revocation request” form. Otherwise, this process is exactly identical to the case of non-organizational suspension.
4.9.3. 
Service Provider Initiated Suspension and Revocation
The Service Provider may also initiate the suspension of a certificate in the following cases:
• If the Subscriber fails to pay by the payment deadline.
• In case the Service Provider believes there is a likelihood that the data appearing within the certificate is not real, that is in the case of any of the circumstances defined in points b), c), e), and f), Section (1) and (2), Article 14 of the Electronic Signatures Act. Should the Service Provider learn of such circumstances, it initiates the suspension or revocation of the certificate.
• If the Service Provider finds it likely that the private key belonging to the certificate is not in the possession of the Subject, and this is supported by well founded proof. If the Service Provider learns that an smart card has fallen into unauthorized hands, all certificates on the card are suspended by the Service Provider.
The Service Provider revokes the certificate if the algorithm used for signing the certificate is no longer secure and is not suitable for signing signatures as set forth within a resolution issued by the authority according to Article 18 of the Electronic Signatures Act.
4.9.4. 
Reinstation
The reinstation of certificates represents the process during which a suspended certificate will again assume the status of valid. Revocation requests may only be submitted to the Service Provider by the Subject in person, or by the representative of the Subscriber in person or through an organizational administrator using an electronic signature.
Should a revocation request for the same certificate be received from several parties, the Service Provider only reinstates the certificate if all suspending parties have also requested reinstation.
4.9.5. 
Revocation
Revocation may only be performed in writing (on paper or using an electronic signature). Revocation requests are processed by the Service Provider within one working day
 (but with special priority). Revocation requests may only be submitted in person during the open hours of the customer care center. As soon as the revocation request has been processed, the Service Provider provides appropriate notice to that effect to the Subject and its organization (or third party that has revoked the certificate).
The service provider will revoke the certificate if requested to do so by the Subject in writing using a “revocation request” form. The Subscriber also has the right to request the revocation of the certificate in writing or using an electronic signature using the “organizational revocation request” form. Revocation may be requested by a person in possession of an organizational administrator certificate, or a person who is otherwise authorized to sign on behalf of the Subscriber. The use of the above forms is not compulsory, but the Service Provider must be able to exactly determine who is seeking the revocation of which certificate, and subject to what legal title. If the certificate was issued by the Service Provider based on a document from a third party (the third party has proven a role belonging to the Subject within the document), and this third party revokes this proof in writing (e.g. because this role of the Subject has been eliminated), the Service Provider revokes the certificate.
The Service Provider initiates revocation if the service contract is terminated, or
• if the Subscriber fails to pay by the payment deadline;
• if the Service Provider sees proof that the data appearing within the certificate is not real.
Upon revocation, the relevant cause must be specified. If the revocation is requested by the client, and the cause for revocation is not specified, the Service Provider will consider this as the reason behind the revocation being that the Subject does not wish to use the certificate in the future. The Service Provider will also perform the revocation in this case.
4.10. 
Publication of the Revocation Status
The Service Provider provides the following possibilities for querying the status of certificates:
• OCSP (online certificate revocation status querying service)
• CRL (revocation list)
Revoked and suspended certificates are indicated within the revocation list. Suspended certificates are removed from the list once reinstated. In the case of suspension, reinstation and revocation, the new status of the certificate immediately appears in the revocation records of the Service Provider following successful closure of the process, see Section 4.9. From this moment, OCSP responses provided by the Service Provider already reflect the new revocation status of the certificate. In the case of suspension, reinstation, and revocation, the Service Provider immediately issues a new CRL, see Section 4.9.
The availability of the revocation status publication service is 99%, and no down times may exceed 24 hours on any occasion. Certification units operated by the Service Provider issue a CRL once every 24 hours.
Revocation lists pertaining to specific certificates are available at the following URLs:
• Authentication Certificates (“Encryption e-Szignó CA4”):
http://www.e-szigno.hu/ca4.crl
• Encryption Certificates (“Encryption e-Szignó CA4”):
http://www.e-szigno.hu/ca5.crl
• Certificates with CA certification by the “Advanced e-Szignó CA3” unit:
http://www.e-szigno.hu/ACCA3.crl
• Certificates with CA certification by the “Advanced e-Szignó CA2” unit:
http://www.e-szigno.hu/ACCA2.crl
The root certification unit of the Service Provider (“Microsec e-Szignó Root CA”) issues the certificate for the productive certification unit of the Service Provider. The root certification unit issues a CRL once every month, available at the following URL: http://www.e-szigno.hu/RootCA.crl.
The time of revocation lists coming into effect is the time when the certification unit has assembled the revocation list and commenced signing. Following this, one or even two minutes may elapse by the publication of the revocation list in the case of long lists. The time that the following revocation list appears (next update) indicates the time from when the next list is available for the public. Time intervals longer than the above may accordingly appear between the time that the revocation list comes into effect and the time that the next revocation list appears. This does not have an influence on the fact that the time elapsed between the publication of revocation lists is not more than 24 hours and/or a month. Considering that from amongst the services offered, the validity of any given certificate can be established in the quickest and most simple way with the help of OCSP, the Service Provider recommends the use of OCSP to its clients.
4.11. 
End of the Subscription
In case the contract signed with the client is terminated, the Service Provider revokes the certificates issued within the scope of the contract.

4.12. 
Escrow and Reinstation of Private Key
Rules pertaining to key escrow
The Service Provider does not retain a copy of the private keys serving the purpose of certification, and the escrow of these private keys is not allowed.
The Service Provider only retains a copy of the private keys belonging to certificates serving the purpose of encryption if requested by the Subscriber, or if prescribed by a certification policy belonging to the certificate.
• The Service Provider only provides key escrow and reinstation services with respect to encryption certificates belonging to certification class III (including certificates complying with public administration certification policies).
• The use of the key escrow and reinstation service is generally optional, but is mandatory for encryption certificates issued to parties representing public administration, as this is prescribed by the certification policy for these certificates.
• In the case of certification policies where the private key is generated by the Service Provider and issued on an smart card, the client may indicate whether it requires the key escrow and reinstation service when submitting the preliminary certificate application. As a result, when the Service Provider delivers the card to the Subject, the private key belonging to the encryption certificate has already been deposited as escrow.
• In the case of certification policies where the private key is generated by the client, the client may use the key escrow and reinstation service in a manner so that it sends its private key to the Service Provider be e-mail – in the form of a so-called e-dossier encrypted using the key escrow certificate published on the Web site of the Service Provider. In the case of certification policies where the use of the key escrow service is mandatory, the client must submit its private key to the Service Provider within 10 working days of the issuing of the encryption certificate. If the client fails to meet this obligation, the Service Provider has the right to revoke the certificate issued.
• If the client does not have the obligation of using the key escrow service, and does not indicate that it requires this service, the Service Provider will not retain a copy of the private key.
• The Service Provider stores the decoding keys within its own IT system in an encrypted format as escrow. It defines its internal statements and security mechanisms of its IT system in line with risk assessment in a manner so that it provides appropriate protection of the keys stored as escrow. The Service Provider stores the keys in a manner so that their reverse coding requires the presence of several staff members with trusted roles.
• If further requirements pertaining to the escrow of the private key of encryption certificates issued according to specific certification policies are published at a later point as a result of laws or other regulations, the Service Provider provides for these, and within the framework of this, possibly takes care that the decoding keys retained as escrow are transmitted to other authorities as defined by law or other regulations. If this cannot be done, the Service Provider revokes the encryption certificates.
• The Service Provider stores the keys held as escrow for a period of 10 years following the expiry of the certificate, and destroys these at a later point – according to a schedule agreed with the Subscriber.
• Private keys held as escrow are destroyed by the Service Provider immediately upon the request of the Subscriber.
Rules applicable to the recovery of escrow keys
The Service Provider shall recover decoding keys in escrow upon the Subscriber’s request, in the course of a special procedure. The details of this are described in the Service Provider’s internal regulations.
• Subscribers (or their duly authorised representatives) may take over keys in escrow in person, at a preliminarily arranged date, at the Service Provider’s Customer Service office, on CD. Upon taking the key over, the individual must present an official document suitable for personal identification in order to establish his or her identity. In case a Subscriber does not appear in person, authorisation for representation also has to be evidenced.
• Subscribers (or their duly authorised representatives) taking over a key must certify that they have taken a key over by means of their sign-manual or a certified electronic signature.

• The Service Provider will only issue a key to a third-party (e.g. the police) if a legal regulation obliges it to do so.

4.13. 
Counter-identification

The Service Provider shall provide a counter-identification service in connection with all certificates in whose case this is stipulated by any certification policy applicable to the certification. The Service Provider shall provide counter-identification in accordance with the provisions of document [5], with the following amendments:
• The cited document does not define the scope of hash producing algorithms according to which the hash of an impacted certificate may be specified. The service provider shall accept hashes generated with the SHA-1 algorithm.
• The cited document does not define the manner in which an impacted certificate’s hash appears in the counter-identification inquiry. The service provider will accept hashes specified as base64 encoded binary data.
• The cited document does not define what kind of certificate format has to be used to generate a hash. The service provider shall accept hashes generated from the DER and PEM formats alike.
• The cited document does not define the manner in which an impacted certificate’s hash appears in the counter-identification inquiry. The service provider will accept data in YYYY-MM-DD (year, month, day) and YYYY (year) formats.
• The cited document does not directly define the manner in which an impacted natural person’s citizenship has to be specified. The Service Provider expects citizenship data in the <ALLAMPOLGARSAG > XML tag.
• The cited document does not define the format in which the sex of an impacted natural person has to be specified. The Service Provider will accept the “férfi” (male) and “nő” (female) strings.
• The Service Provider will apply the rules for comparison applicable to settlement names as specified in the cited document to the Hungarian names of settlements.

The counter-identification service offered by the Service Provider is accessible at the following URL:

https://viszontazonositas.e-szigno.hu/
4.13.1. 
The policy on receiving counter-identification related requests

The Service Provider will receive counter-identification related requests over an SSL connection established after bilateral, certificate-based authentication. The party requesting counter-identification must hold an authentication certificate that may be used in the public administration field for such authentication, that is:
•
The certificate must be an authentication certificate on the basis fo the key usage indicated in it (Key Usage and Extended Key Usage).

•
It must be possible to trace the certificate back to the Public Administration Root Certification Authority’s certificate. Requesters must apply an electronic signature to counter-identification requests, and they have to use a signature certificate that may be used in the public administration domain for this purpose. The following conditions shall be valid for such a certificate:
–
It must be a signature certificate based on the key usage indicated in it.

–
It must be possible to trace the certificate back to the Public Administration Root Certification Authority’s certificate.

–
It must be suitable for representing public administration on the basis of certification policies indicated in it.

Requesters will not be obliged to attach either a timestamp or time marking to their request. Should a request nevertheless contain a timestamp, the timestamp must be valid and verifiable. The Service Provider shall attach a qualified timestamp to all requests, this is how it archives them.
4.13.2. 
The policy on making out counter-identification related responses

The Service Provider will send its response over the SSL-channel used for sending the request.

Responses are going to bear a signature produced with the Service Provider’s automatic signature certificate—suitable for public administration use. The signature will contain a qualified timestamp.
5. 
Physical, Procedural, and Personnel Security Precautions

The Service Provider will apply physical, procedural, and personnel security precautions that comply with acknowledged standards, along with the administrative and governance related procedures that enforce these.

5.1. 
Physical precautions

The Service Provider takes care that physical access to critical services is controlled, and to keep physical risk to critical services related assets at a minimum.

The purpose of physical precautions is to prevent illegitimate access, damage, and unauthorised infiltration targeting the Service Provider’s information, and physical zones.

Services that process critical, and sensitive information are implemented at secure locations within the Service Provider’s system. Secured protection will be proportional to the risks that are identified in the risk analysis that the Service Provider performs.
•
Services that are most exposed to threats are implemented in the certification body’s protected computer room. This computer room is designed and constructed especially for this purpose, and many different protection related aspects (the siting and structural architecture of the compound, physical access /entry control and supervision/, power supply, air-conditioning, protection against rain/water damage and flooding, fire prevention and fire protection, data carrier storage, etc.) were validated in a uniform manner in the course of designing it.

•
The Service Provider’s customer service is designed to comply with the above mentioned criteria too, next to lower construction and maintenance costs. The service provider’s customer service office was selected in a way so that it is capable of meeting the requirements set against registration related services next to realistic costs. The Service Provider developed its mobile configuration units so that they also satisfy the requirements set against registration related services.
•
The Service Provider expects external registration authorities’ offices to have security measures whose solidity is equal to that of the Service Provider’s registration office. The Service Provider will specify the criteria for, and the Service Provider’s expectations associated with this in the agreement concluded with external registration authorities.

•
The certification body implements every one of its critical services in a dedicated security zone, and it has located all devices required for this in a secured computer room that forms a part of the security zone.

5.1.1. 
Site location and architectural construction

The certification body is situated in windowless premises within an isolated security zone. The zone is surrounded by thick walls that are not permissive with respect to electro-magnetic radiation. The certification body’s secondary compound is situated in a secured server room that is remote from the primary compound.
5.1.2. 
Physical access

The certification body’s secured computer room was designed so as to make access to it by unauthorised individuals difficult. The security zone is equipped with an intrusion detection (alarm) and entry control system implemented in an integrated way. The security zone is also protected by a round-the-clock video camera surveillance system. Individuals other than staff members in trusted roles who work in the secured computer room (e.g. maintenance technicians, cleaning staff) are only allowed to enter it with special authorisation, and under supervision.
Only individuals duly authorised for this may enter the customer service office on their own, under the supervision of an entry control system.

5.1.3. 
Power supply, air-conditioning

The Service Provider has protective measures in place against defects and data loss arising from improper temperatures or power supply.

Power supply
The unhindered power supply of the certification body’s secured computer room is of critical importance for the sake of ensuring continuous operation. This is provided for through the interoperation of the following protection measures, which are based on standardised design and comply with the applicable standards:
•
rechargeable battery based uninterruptible power supply,

•
diesel engine power generator apparatus,

•
electric interference, lightning and excess voltage protection;

•
Continuous power supply for the server room operating on the back-office system is provided by

– rechargeable battery based uninterruptible power supply, and

– electric interference, lightning and excess voltage protection.

Air-conditioning
The combined operation of two air-conditioner units provides for the cooling demand of the certification body’s secured computer room. The manner in which the air-conditioners are situated goes to ensure that their maintenance causes no interference in the computer room’s operation.
5.1.4. 
Threat of rainwater damage and flooding

When the certification body’s security zone was being designed, minimizing the threat of rainwater damage and flooding was one of the important criteria. The entire area of the security zone is free of plumbing or sanitary units, nor are there any sewage or water pipelines in its vicinity. The use of a false floor in the secured computer room further increases the above mentioned safeguards.
5.1.5. 
Fire prevention and protection

A fire protection system approved by the competent fire brigade command is in place in the certification body’s computer room.

5.1.6. 
Storage of data media

A code lock, fire-resistant strong-box provides for the safe storage of data media in the certification body’s operator room. A strong-box also serves the purpose of safe data media storage at the customer service office.
5.1.7. 
Scrap management and destruction

Electronic data media containing data classified as confidential are not used for the storage of data not classified as confidential even after the deletion of their contents within the certification body’s security zone. Data storage media that has become redundant and contains data classified as confidential is destroyed physically – in line with the Service Provider’s scrapping regulations:
•
paper based documents are shredded using a shredder;

•
floppy disks are shredded using a shredder (after removal from their housing);

•
hard disk drives are broken up;

•
optical disks are broken.

5.1.8. 
Backup copies that are stored in isolation

Backup copies of data pertaining to the certification body’s security critical services are stored in the back-office system’s security zone.

5.2. 
Procedural precautions

The Service Provider takes care that its systems are operated securely, according to the rules, and next to a minimal risk of defects.

Procedural precautions have the objective of supplementing, and at the same time intensifying the effectiveness of physical safeguards, along with those applicable to personnel, by means of appointing and isolating trusted roles, documenting the responsibilities of various roles, as well as specifying the personnel headcounts and exclusion roles necessary for the various tasks, moreover identification and authentication expected in the various roles.

The Service Provider’s internal governance system ensures that its operation complies with legal, as well as its internal regulations. Individuals responsible for a given system element or process can be assigned unambiguously to every system element and every process in its system. Development and operations related tasks are sharply segregated in the Service Provider’s system. The auditing activity of the independent system auditor and the Service Provider’s internal auditor ensures the system’s appropriate operation.
5.2.1. 
Trusted roles

The Service Provider specifies the following trusted roles, with the responsibilities as follows:

Manager with overall responsibility for the Service Provider’s information technology system: The e-Szignó Certification Authority’ director.
Security official: Senior security technology staff member, the individual responsible for the security of the service in general.
System administrator: Infrastructure administrator. Duties include the installation, configuring, and maintenance of the Service Provider’s systems. Is responsible for the reliable and continuous operation of system elements entrusted to him/her, moreover for keeping abreast of the technology’s development, exploring security gaps in the various system elements, and for elaborating solution proposals.
Registration clerk: An individual responsible approving the generation, issuing, revocation, and suspension of end entity certificates;
Clerk with activities in the field of personalisation: Tasks include taking care of smartcards, personalising such, moreover to compile certificate applications.
Independent system auditor: An individual who audits the service provider’s logged, as well as archived dataset, responsible for verifying the enforcement of control measures the service provider implements in the interest of operation that complies with regulations, moreover for the continuous auditing and monitoring of existing procedures.
Operator: An individual who operates the system, engaging in the continuous operation, backing-up, and restoring of the IT system.
On-call duty clerk: Has the task of providing round-the-clock on-call duty. Responsible for the on-call duty desk’s accessibility, moreover for promptly processing incoming suspension and reinstation requests according to the Service Provider’s security regulations.
Individuals who work in the above mentioned trusted roles are in an employment relationship with the Service Provider, and the Service Provider has ascertained their reliability in accordance with the provisions of the security regulations. The Service Provider’s security regulations specify the trusted roles whose nature requires that one and the same employee may not fill them. In connection with conflict of interest in the case of trusted roles, the Service Provider complies with the requirements of Minister of Informatics and Communication Decree no. 3/2005, Articles 7. and 20. (1), namely:
•
The manager with overall responsibility for the IT system may not be: a security official, an independent system auditor.
•
The security official may not be: a manager with overall responsibility for the IT system, a system administrator, an independent system auditor.

•
The system administrator may not be: a security official, an independent system auditor.

•
The independent system auditor may not be: a manager with overall responsibility for the IT system, a security official, a system administrator, a registration clerk.

•
The registration clerk may not be: an independent system auditor.

In addition to the above mentioned, the Service Provider shall strive for the complete segregation of trusted roles. [12]
5.2.2. 
Personnel headcount required for the various tasks

Every staff member only activating the functionalities that correspond to their respective jobs is something the certification authority complies with in general. The joint presence of two individuals in trusted roles is necessary for performing the following tasks:
•
the generation of the Service Provider’s private key,

•
the safety backup of the Service Provider’s private key (to an encrypted data file),

•
the reinstating of the Service Provider’s private key,

•
two individuals – one registration clerk and one registration clerk with activities in the field of personalisation – are necessary for issuing certificates.

At least two staff members must be assigned to every one of the trusted roles at the same time in the Service Provider’s system.

5.2.3. Identification and authentication expected in the various roles

Every user of the IT system, and all the roles in the administrative processes are identified according to person. The Service Provider uses technology built around smartcards for controlling physical and logical access. Not a single security critical activity can be performed before successful authentication. All of the Service Provider’s staff members have exactly as many access rights privileges as are essentially necessary for performing their scope of tasks.
5.3. Personnel related precautions

The Service Provider takes care that its personnel policy, and its practices applicable to employing staff members intensify and support the reliability of the Service Provider’s operation. The objective of precautions applicable to personnel is to reduce the risk of human errors, theft, fraud and cases of misuse.
To this end, the Service Provider already addresses personnel security during the hiring stage, including the conclusion of contracts, as well as their validation when they are being applied.

People applying for jobs are subjected to security screening in the case of all trusted roles. Every employee in a trusted role, and external parties who get in contact with the Service Provider’s services must sign a non-disclosure declaration.
At the same time, the Service Provider ensures that common professional know-how of general nature is obtained, as well as enhanced, along with specialised professional know-how necessary for performing the various jobs. The Service Provider considers the continuous training of its employees to be important. One part of this training is the continuous study and tracking of new standards and legal regulations, another part involves formal training.
As a hiring requirement, secondary school level education is prescribed as a minimum for all of the Service Provider’s employees; the Service Provider nevertheless continues to address the provision of appropriate training to its employees. The Service Provider’s new employees must be provided with training directly after being hired, in the scope of which they must learn the know-how required for performing their work. Registration officials’ roles may only be filled by staff members who have graduated from a training course at which they learned how to recognise identification documents the Service Provider accepts (personal ID card, passport and driver’s license). Generally speaking, the Service Provider supports the professional development of employees, but also expects employees to develop their know-how in the field of their expertise on their own. The job duties of the Service Provider’s certain employees include seeking out and collecting technical and business news, sorting such, as well as sharing this know-how with their colleagues.
5.3.1. 
Job rotation frequency and sequence

No job rotation is implemented as a rule among the various job positions.

5.3.2. 
Punitive consequences of unauthorized actions

In the case of every staff member filling a trusted role, the following must be part of employment related documentation when being appointed for a job:

•
to receive written information about their obligations and rights under law, as well as the classification and processing related rules applicable to the processing of their personal data,

•
to receive a job description that contains the security related tasks which impact them,

•
to sign a non-disclosure declaration, in which consequences (punitive sanctions) incidental to failure to comply with security measures, which affect them are also articulated.

All of these contain the labour law related or punitive consequences which sanction different discipline and job obligation related offences, as well as violations of law. Should staff members violate the above mentioned rules (whether as a result of negligence or wilfully), punitive action is brought against them (which – depending on the manner of perpetration and its consequences – may range from cancellation of bonuses, through the initiation of disciplinary action and compensation of damages, to pressing charges at the authorities).
5.3.3. 
Requirements applicable to contracted employees

In trusted roles, the Service Provider only employs individuals with whom it is in an employment relationship.

The Service Provider chooses contracted individuals (external and temporary employees alike) – who are employed to perform miscellaneous tasks in the scope of subcontractor or engagement agreements – from the list of previously qualified suppliers as much as possible. The Service Provider concludes agreements with suppliers in which suppliers accept the parts of the Service Provider’s security policy that are applicable to the supplier’s activity.
All contracting parties execute a non-disclosure declaration before actually commencing work, in which they undertake not to disclose any business/company secrets they are to learn in the course of subsequent work to unauthorised individuals, nor to utilise such in any other manner. The concluding section of the non-disclosure declaration also contains the sanctions to be applied in case it is breached. External and temporary employees are not given professional training or advanced training, nor are they under any obligation to receive such.
5.3.4. 
Documentation provided to personnel

Every staff member filling a trusted role receives the following documents in writing:

•
The Service Provider’s organisational security regulations,

•
the executed non-disclosure declaration,

•
an individual job description,

•
as well as supplementary training documents that belong to a given form of training on the occasion of scheduled and extraordinary advanced training course.

Everyone is advised about changes to the organisation security regulations in the form of written notices.

5.4. 
Security logging processes

The Service Provider’s system performs a broad range of logging activities in the interest of retaining the operations that are associated with certificates, and the data used during such. Log entries also include the exact time when an entry was made, the date and time of the activity (if it differs from that of an entry being made), as well as those executing them. The Service Provider’s unit providing the exact time permits no more than a 1 second deviation in relation to the actual time. Any potential deviations exceeding this are also logged. The Service Provider’s other systems also perform logging. The attributes of such logging depend on the given applications. Elements of logging are generated separately in the various modules. The operating manuals of the various systems regulate the management of log data at the operative level, along with the Service Provider’s security regulations.
5.4.1. 
Stored event types

The certification system logs all access to, and activities with certification and registration units. Thus the following things are logged:
•
all events associated with registration,

•
all events associated with the lifecycle of certificates,

•
all events associated with the lifecycle of keys,

•
all events associated with the production and personalisation of smartcards,

•
counter-identification related requests and replies,

•
any potential error incidents.

5.4.2. 
Log file processing frequency

The Service Provider’s log entries are reviewed on every business day. The Service Provider also has security alarm functionality to indicate the detection of unauthorised access to resources. Log entries are promptly reviewed in such alarm cases. The prompt revision of log data may also occur whenever irregularities are detected, in case of complaints or in connection with other inquiries.
5.4.3. The log file’s retention period

Data are archived to write-once media and the archive data media of log files are retained securely for 10 years calculated as of when the validity of certificates which can be connected to them expire and/or until any legal dispute potentially arising in connection with them is concluded in a legally binding manner.

The Service Provider provides for the legibility of archived data throughout this period. The Service Provider retains the software and hardware devices necessary for this.
5.4.4. 
Protecting the log file

The Service Provider affixes a timestamp to the log entries of the Service Provider’s authentication system; log entries are stored in a manner that rules out the undetected execution of deletions and insertions.

Log files are protected against accidental and wilful damage by means of their backups. In the case of log entries containing personal data, the Service Provider caters to the confidential storage of data. Only those who require this on account of their job are authorised to access log files. The Service Provider validates access in a secure manner. The Service Provider stores log files in a secure environment. It also keeps duplicate copies of the files in the secondary operational locations.
5.4.5. 
The log file’s backup processes

The log files are backed up on every business day (before they are reviewed) to write-once media, in signed form. Such media are retained under lock, and in a physically isolated way.
The Service Provider’s backup regulations describe the operative backup processes in detail.

5.4.6. 
The log’s collection system

Applications collect log entries automatically, and store them in the log files. The Service Provider collects backed up media on a daily basis. The Service Provider’s proprietary staff members transport such media to the retention location.
5.4.7. 
Notification of clients who trigger events

The Service Provider does not notify individuals, organisations, and applications that trigger log entries, it may, however, involve them in investigating events if necessary. In such cases, clients participating in the setting off of an event (the Subject and the Subscriber) have a duty to cooperate with the Service Provider.
5.4.8. 
Surveying vulnerability

In the course of processing log entries, the Service Provider engages in conducting surveys pertaining to vulnerability on the basis of incidents that are logged. In addition to processing performed on a daily basis, the Service Provider’s professionals review extraordinary events every month, and perform analyses on vulnerability based on these. The Service Provider takes steps to improve the system’s security on the basis of these analyses.
5.5. 
Archiving data

The same systems perform the security, as well as other logging processes of the Service Provider’s IT system, with the help of the very same methods. This chapter only describes the Service Provider’s hardcopy and other special archiving systems that differ from this.
5.5.1. 
Stored event types

The Service Provider’s registration authority stores and retains all documents generated in the course of every registration procedure. This is how they store them:
•
all hardcopy applications submitted to the Service Provider (certificate issue, certificate replacement, certificate revocation, etc.),

•
all of the agreements concluded by and between the Service Provider and Clients.

5.5.2. 
Retention period for the archives

The Service Provider retains all (hardcopy or electronic) documents, as well as sound recordings for 10 years calculated as of the expiration of the validity of certificates that may be associated with them, moreover until the legally binding conclusion of legal disputes potentially arising in connection with them.

5.5.3. 
Protection for the archives

The Service Provider provides for the secure retention and storage of documents with the help of a data repository to which only the Service Provider’s specified staff members have access permits. The Service Providers affixes a qualified timestamp and an enhanced security electronic signature to data files that are to be archived according to legal regulations.
5.5.4. 
Archive backup processes

The Service Provider stores duplicate copies of its data stored on paper, at a site other than that of the originals, in a physically isolated manner.

5.5.5. 
Requirements related to the timestamping of records

See: Chapter 5.5.3.
5.5.6. 
The archives’ collection system

Hardcopy documents generated in the course of registration are stored and safeguarded in the data repository that the Service Provider operates.

5.5.7. 
Procedures to access and validate archive information

The Service Provider provides access to the archives by means of its customer service desk. For clients,  access is possible with respect to data pertaining to them; for all other parties, under the provisions of chapter 9.
5.6. 
Reinstation in the case of extraordinary operational situations

The Service Provider has a disaster recovery plan in place, which specifies the procedures to be enacted in the case of various damage events and disaster situations in detail (also including the compromising of any service provider’s private keys or the malfunction of critical hardware/software elements). The disaster recovery plan includes restoration plans for extraordinary operational situations. The Service Provider tests these plans regularly for given scenarios. The following chapters provide a summary of this disaster recovery plan’s guiding principles.
5.6.1. 
Damaged computing resources, software and/or data

The Service Provider possesses enhanced security devices and systems in the interest of keeping hardware and software malfunctions, moreover data damage to a minimum. Its underlying contracts, and proprietary redundant assets guarantee the possibility to restore services.
5.6.2. 
Revocation of the services provision unit’s public key

The Service Provider publishes a notice concerning the revoking of service provider’s public keys according to chapter 1.3.1.

5.6.3. 
A service provision unit’s keys becoming compromised

The Service Provider’s disaster recovery plan includes an action plan for cases of the service provider’s private keys becoming compromised. In addition to revoking the service provider’s public key and the certificate associated with it, the action plan explores the circumstances of becoming compromised, instigates measures for notifying all relying parties, takes the necessary steps against a repetition of becoming compromised, and supplies a new key to the service provision unit, along with the end-entities affected by the compromise if necessary. The Service Provider terminates the use of a given key without delay in case any certification unit’s keys become compromised.
In case another certification service provider will also have issued a certificate to a given certification unit – on the basis of legal regulation or any contract or agreement in place between certification service providers – and thus issued a CA certificate to or cross-certified the Service Provider’s said certification unit, the Service Provider promptly notifies this other certification service provider in the case of the given key becoming compromised, and initiates the revoking of the certificate that belongs to the affected key. This entails notifying the Public Administration Root Certificate Authority in case the keys of certification units that issue certificates which may be used in the public administration domain become compromised.
5.6.4. 
Restoring following disasters, natural or otherwise

The Service Provider also has a secondary operations location in addition to its primary locations of operation. Following a disaster, natural or otherwise, and/or in case the Service Provider’s equipment suffers damage to an extent that cannot be managed in the primary system, the Service Provider is capable of starting up the provision of its services at the secondary site as well.
In such cases the Service Provider commits to launching the following services within a maximum of 24 hours:

•
certificate repository publication service;

•
management of revocation and suspension service;

•
revocation status publication status;

i.e. ensuring the accessibility thereof.

5.7. 
Shutting down of services

In the case of the planned discontinuing of any of the Services, the Service Provider notifies the end-entities and the Authority at least 60 days before the service in question is shut down.

Shutting down the certificate issue and management, and the online certificate status service
The Service Provider shuts down the following of its services contemporaneously with making the announcement about shutting down the service:

•
registration

•
certificate generation,

•
certificate issue,

•
personalising of smartcards,

•
certificate replacement.

The Service Provider takes action to revoke end entity certificates at least 20 days prior to planned termination. It discontinues the following of its services at the same time:
•
certificate revocation/suspension management,

The Service Provider shuts down the following services simultaneously with the date of discontinuing:

•
information provision service,

•
certificate publication,

•
certificate revocation status publication,

•
online certificate status service.

Before a planned discontinuation, the Service Provider engages in negotiations about the taking over of its services with other service providers whose rating is identical to its own. Under chapter 9.3, it will hand over its records, including confidential user data, to such a service provider come what may, along with its other services, depending on the outcome of the negotiations.
The Service Provider takes incremental measures concerning the revocation of certificates (and destroying private keys) during the 60 day period—depending on the outcome of the negotiations.

The Service Provider informs end entities and the Authority about the final outcome of the negotiations. The Service Provider is to inform Clients by electronic mail, and Relying Parties by means of a publication on its website. Pursuant to chapter 2.1., the Service Provider will publish an announcement 5 days before its Microsec e-Szigno Root CA and e-Szigno OCSP CA certificate is revoked.
Upon terminating a service, the Service Provider produces a full scope backup of its data contained in its IT system, affixing a timestamp to it.

The Service Provider provides for third parties authorised to do so being able to interpret the data appearing in its revoked and suspended certificates records if necessary.

In order to make the handing over of its data to another service provider possible, the Service Provider places data on media and in a format which the new service provider can receive or provides the new service provider with the opportunity to process data in the original format, and hands over the appropriate tools, documentation and know-how for this.

6. 
Technical Security Precautions

The Service Provider uses reliable systems and products that are protected against modification. It uses a standardised information technology system comprised of reliable products that have undergone security technology assessment and qualification for the provision of its services. Both the Service Provider, and the contractors that deliver and construct the system possess substantial experience in the deployment of certificate services, and employ internationally acknowledged technology.
6.1. 
Key pair generation and installation

The Service Provider provides for all of the private keys it generates (on its own, in its various organisation units (e.g. certificate repository, registration authorities)) – or does so for Subjects – being generated securely, and in a manner that complies with industry standards.

6.1.1. 
Key pair generation

The Service Provider uses the following key pairs:

•
The Service Provider’s root certification unit’s key is a 2048-bit one.

•
The Service Provider’s intermediary authentication units’ (among them the certification units that issue end entity certificates) keys are 2048-bit ones.

•
The key of the Service Provider’s certification units which sign its OCSP respondents’ certificates is a 2048-bit one.

•
The Service Provider’s OCSP respondent key may be either a 1024- or a 2048-bit one.

•
Keys used for the SSL-protocol may be 1024 or 2048-bit ones.

•
Keys used in the Service Provider’s internal processes may be 1024 or 2048-bit ones.

•
The keys appearing in end entities’ certificates are 1024 or 2048-bit ones.

The Service Provider generates the keys used for issuing certificates in a secure hardware module, these private keys spend their entire lifecycle in the cryptographic hardware modules, except for the backup (detailed in chapter 6.2.4.), and they never have to be forwarded anywhere until their destruction.
In case the Service Provider generates its key pairs used for end entities’ certificates, this is done in a physically secured environment. The key is placed on a smartcard after this, and forwarding it to end entities entails the forwarding of such smartcards themselves to the end entities.
6.1.2. 
Delivery of private keys to the owners

Since every one of the Service Provider’s key pairs is generated onsite, their private keys thus need not be forwarded anywhere.

In case the Service Provider generates the private key of an end entity, it hands this over to the Subjects visiting the registration point in person together with the smartcard that ensures its secured storage and use (and the sealed envelope containing the code that activates the card). After key generation, a dedicated code – referred to as the transport PIN – protects the private key, which ensures that the keys on a card cannot be misused.
The Service Provider’s registration staff member (or that of the external registration authority which the Service Provider contracted) is only allowed to hand over a smart card and the envelope (containing the activation codes) belonging to it to the Subject, and registration staff members log the exact time of handover every time this happens.

6.1.3. 
Delivering public keys to the certificate issuers

The Service Provider generates service providers’ keys on its own, therefore they do not need to be delivered to it. In case another authentication service provider – for example KGYHSZ – issues a certificate to the Service Provider, the Service Provider will deliver its proprietary public key over a secured channel.
In case it is the certification body that generated end entities’ keys, the public key does not need to be delivered anywhere.

Should an end entity generate its key pair on its own, then it is the mechanisms described in chapter 3.2.1., along with communication over an SSL-channel goes to ensure that the private key transferred to the certification body is truly the appropriate one.

6.1.4. 
Publication of the service provider’s public key

See: Chapter 1.3.1.
6.1.5. 
Key sizes

Chapter 6.1.1. contains the length of the various keys.

6.1.6. 
Generation of public key parameters

The Service Provider uses an algorithm that may be used securely for signing certificates in every case, pursuant to the Authority’s resolution issued under ESA. Art. 18. [13].
Every certificate the system issues is signed with the RSA algorithm, and this is also the algorithm used within the system to ensure undeniability (signing of transaction, signing of data archived by the registration authority, etc.). RSA is the signature algorithm for certificates issued to end entities as well.
SHA-1 is the hash generation function in the case of every digital signature used in the system. 

6.1.7. 
Validating the correctness of parameters

The system validates the correctness of parameters for key generation from two perspectives:

•
validation of the suitability of random number generation utilised for the parameters (whether generation adequately random statistically speaking),

•
validation of the meeting of stipulations applicable to parameters.

All of the cryptography hardware modules used in the system are enabled for the statistical testing of the uniformity and independence of bit sequences they generate. The modules make the invoking of tests possible over a standardised interface. Staff members in trusted roles appointed to do so test the modules at regular time intervals.
In addition to the testing related commands that may be invoked over an external interface, the modules also continuously test their own random number generation.

6.1.8. 
Hardware/software key generation

The Service Provider’s keys used to issue certificates that comply with public administration certification process policies, and belong to certification class III are generated with the nCipher nShield F3 hardware device, which is an HSM audited at level 3 under the FIPS 140-1 standard.

The Service Provider generates end entities’ keys, as well as the keys that are necessary for its own internal operations in a secured environment, solely in the presence of individuals in trusted role jobs.

6.1.9. 
Key usage purposes (in accordance with the contents of the X.509 v3 key usage field)

The following are the possible (at the same time to be compulsorily completed) values of the “Key Usage” fiels:

The certification body’s keys
•
The keys of the Service Provider’s certification units: “keyCertSign”, “CRLSign” (critical)

•
The key of the Service Provider’s OCSP respondent: “digitalSignature”, “nonRepudiation” (critical) 

in the “Extended Key Usage” field: “OCSPSigning”
The keys of the Subjects
•
The end entity encryption key:


“keyEncipherment” and “dataEncipherment” (critical)


Extended key usage: “secureEmail”.

•
The end entity authentication key: “digitalSignature” and “keyAgreement” (critical)


Extended key usage: “clientAuthentication” and “smartCardLogon”.

•
The key of certificates made out to SSL-servers (e.g. web-servers): “digitalSignature” and “keyEncipherment” (critical)


Extended key usage: “clientAuthentication” and “serverAuthentication”.

•
The key of VPN servers:


“digitalSignature”, “keyEncipherment”, and “keyAgreement” (critical) 


Extended key usage: “IPSec end system” and “IPSec IKE”.

Using the keys is allowed exclusively for the above mentioned purposes, which the Service Provider indicates in the certificates belonging to the keys.

6.2. 
Protection for private keys

The Service Provider sees to the confidentiality and intactness of its own private keys, along with the confidentiality and intactness of Subjects’ private keys for as long as Subjects’ keys are in the Service Provider’s possession.

The Service Provider uses one and the same private key for signing issued certificates and the revocation lists pertaining to them.

The Service Provider stores the certification body’s private keys used for issuing certificates at a physically secured location, in a secure hardware module.

Prior to handing keys over, the Service Provider stores end entities’ keys in a physically secured location, on smartcards.

6.2.1. 
Rules applicable to the cryptographic module

The Service Provider’s keys are generated with the nCipher nShield F3 hardware device, which is an HSM audited at level 3 under the FIPS 140-1 standard. The Service Provider stores the keys of its certification body in these modules.
6.2.2. 
Validating the reinstation of multi-player (“M to N”) private keys

The Service Provider employs “M to N” validation in the certification body, during the activation of key management functionality associated with private keys.

6.2.3. 
Policy applicable to escrow and reinstation of private keys

The Service Provider does not escrow its proprietary private key.

The Service Provider does not escrow its proprietary private keys serving the purpose of authenticating the Subjects.

The Service Provider escrows private keys serving the purpose of encryption if requested by the Subscriber, or if this is prescribed by a certification policy associated with the certificate. Escrow takes place as described within chapter 4.12.
6.2.4. 
Backing up private keys

The Service Provider backs up the private keys of its certification body with the help of the secured hardware module described in chapter 6.2.1. In the course of a backup, the private key leaves the module in an encrypted form, and this enciphered key may be loaded into another module subsequently. Both the backup, and the reload may only be used next to the protection mechanism described in chapter 6.2.2.
6.2.5. 
Archiving private keys

The Service Provider does not archive its private key other than as described in chapter 6.2.4.

6.2.6. 
Entering a private key in the cryptographic module

The Service Provider only enters private keys in the secured hardware module in the manner described in chapter 6.2.2.

6.2.7. 
Method of activating private keys

The certification body’s private key is located in a secure hardware module; this hardware module may be activated with the operator cards that belong to it. Private keys in the hardware module cannot be used prior to the activation of the module. The Service Provider stores the operator cards that belong to the hardware module in a secure environment, and only the Service Provider’s duly authorised staff members can access these cards.
The Service Provider hands over Subjects’ private keys to Subjects on a smartcard. Before the Service Provider hands this device over, the card is secured by a five-digit code known as the transport PIN. No misuse is possible with the help of devices secured in this manner. When a Subject takes the card over, it is obliged to replace the five-digit transport PIN-code with a six-digit code.
Subjects can ascertain that neither the Service Provider nor the Service Provider’s staff members misused the card from the fact that the previous PIN was a five-digit one. The card’s activation code is in the possession of no one, but a Subject after this, and subsequently it is the Subject that is responsible for the secure storage and use of this code.
The management of keys that were not generated by the Service Provider, but a Subject instead, is the Subject’s responsibility.

6.2.8. 
Method of discontinuing the active status of a private key

The nCipher nShield HSM cryptographic hardware module’s private key is deactivated if the module is removed from active state (either in a regular or irregular manner). This happens in the following case:
•
the user deactivates the key,

•
power supply to the module is interrupted (switching off or power supply problem),

•
the module enters an error state.

Private keys deactivated thus cannot be used for as long as the module does not go back to active state once more.

The private keys of smartcards are deactivated if the smartcard is removed from active state (either in a regular or irregular manner). This happens in the following case:
•
the smartcard is removed from its reader,

•
the user issues a deactivation (e.g. logout) command through the application,

•
external power supply (received from the reader) to the smartcard is cut,

•
the smartcard enters an error state.

Smartcards deactivated thus cannot be used for as long as the smartcard does not go back to active state once more.

The management of keys stored on other than smartcards is the Subjects’ responsibility.

6.2.9. 
Method of private key destruction

The destruction of private keys stored in the certification body’s secured hardware module is possible in the joint presence of two of the Service Provider’s staff members (one infrastructure administrator and one security official).

Destroying private keys linked to end entity certificates is the Subjects’ responsibility.

In case a client takes a smartcard to the Service Provider’s customer service office in person, the Service Provider will accept the destruction of the card in the presence of the client.

6.3. 
Other aspects of key pair management

6.3.1. 
Archiving public keys

The Service Provider archives all of the certificates that its certification body generates for 10 years calculated as of the expiry of their validity or until the legally binding conclusion of legal disputes that arise in connection with a certificate (or the electronic signature built around a certificate). The Service Provider retains the devices with which the contents of a certificate may be established for the same period.
6.3.2. 
Public and private keys’ usage period

The certification body’s keys
•
The period of validity for the key – and the certificate that belongs to it – of the service provider’s root certification unit is 12 years.

•
The period of validity for the Service Provider’s key for signing end entity certificates – and the certificate that belongs to it – is 10 years.

•
The period of validity of the signature keys – and the certificates that belong to them – that are linked to the Service Provider’s other certification units is 10 years.

•
The period of validity of the key for signing the service provider’s OCSP respondent’s certificate – and the certificate that belongs to it – is 10 years.

•
The period of validity for the key of the service provider’s OCSP respondent is 10 years.

•
The period of validity for the certificate linked to the key of the service provider’s OCSP respondent is 1 day as a maximum.

Subjects’ keys
This Statement does not limit the period of validity for Subjects’ keys, but the Service Provider issues certificates that are valid for a maximum of 4 years to any given key.

The keys’ period of validity may be influenced if the algorithm used for signing the certificate is no longer secure pursuant to the Authority’s resolution under ESA. Art. 18., moreover is not suitable for producing signatures. In case this happens, the Service Provider revokes any impacted certificates.
6.4. 
Activation data

6.4.1. 
Generating and installing activation data

The Service Provider generates the activation data for smartcards it issues in a secure way, with the help of a random number generator, in physically secured circumstances.

6.4.2. 
Protecting activation data

The Service Provider protects the activation data of smart card it issues with the help of technical and organisational measures.

6.5. 
Computer security precautions

6.5.1. 
Special technical requirements for computer security

The Service Provider’s certification body employs the reliable information technology systems and solutions that are described in the following. Accordingly, it uses appropriately reliable technologies and has deployed its system redundantly.
The Service Provider obtains exact time from three reference time sources. It relies in part on GPS, and in part on microwave-based exact time services (DCF77). The Service Provider possesses two independent Stratum-1 time sources, and synchronises its own internal clock with an accuracy to 0.1 seconds. The Service Provider performs this synchronisation on more than 4 occasions a day. The Service Provider’s security committee validates the correctness of the Service Provider’s internal clock on a yearly basis. A time stamp originating from this time source appears on the Service Provider’s electronic records and log files as well.
The Service Provider’s certification body secures its certification units, and the above mentioned system elements with a three-stage fire wall system. There are two instances in place of every firewall; in the case of any one of these going offline, the other identical unit assumes its functionality with the help of a cluster. VPN technology guarantees that connecting to the certification body’s computers for the purpose of performing administration related tasks associated with the services is solely possible from the registration authority’s computers.
6.5.2. 
IT security qualification

See chapter 6.2.1. concerning the qualification of cryptographic hardware modules used in the Certification Body’s IT system. Chapter 1.1.3. contains the Service Provider’s security qualifications.
6.6. 
Technical precautions applicable to lifecycles

6.6.1. 
System development related precautions

In the interest of being able to ensure a high standard of security related requirements within every one of the e-Szignó Certification Service Provider’s system development projects, intensified requirements must be taken into consideration throughout the entire development effort (already in the design and requirements specification phases as well)

6.6.2. 
Security management related precautions

In providing the services, the Service Provider uses products that warrant its expectations concerning the security of the certification policy, through the use of appropriate guide documentation that are the foundation of the correct configuration.

6.6.3. 
Qualification of security applicable to lifecycles

These are applied taking into consideration security criteria applicable to the lifecycle of products used for providing the services.

6.7. 
Network security precautions

Certification Body
Communications (intranet) between the Service Provider’s certification body and customer service office (as well as mobile registration units) is protected against loss of confidentiality, intactness and undeniability. The high standard of protection is ensured through encryption and digital signatures.
Registration Service Provider
The customer service office does not engage in any communication whatsoever with end entities with the help of an IT system.

6.8. 
Validation of cryptographic modules

Every one of the cryptographic modules that the Service Provider uses has been validated, tested and evaluated.

7. 
Certificate, CRL, OCSP Profiles

7.1. 
Certificate profile

7.1.1. 
Certificate basic fields

The following are the basic fields of end entities’ certificates that the Service Provider issues:

•
Version


The Service Provider complies with ITU Recommendation X.509 “Information technology – Open Systems Interconnection – The Directory: Public-key and attribute certificate frameworks” [3] version 3. According to it, the version’s value is “3” (“V3”). The value entered in this field is the value that corresponds to V3 in the encoding specified by RFC 3280, i.e. “0x2”.
•
Serial Number


A unique identifier generated by the certification unit that issues the certificate.

•
Algorithm Identifier


Identifier of the algorithm of the electronic signature of the party authenticating certificates (OID). The Service Provider uses the “sha1WithRSAEncryption” (“sha1RSA”) algorithm for authenticating certificates.


The value entered in this field is the sha1RSA algorithm’s OID “1.2.840.113549.1.1.5”.

•
Signature


Electronic signature produced by the Service Provider that authenticates the certificate, which the Service Provider generates with the algorithm specified in the Algorithm Identifier field.

•
Issuer


The unique identifier of the certification unit that issues the certificate, according to unique X.501 name format (see: Chapter 3.1.1).

•
Valid From & Valid To


The start and end of the certificate’s validity.


Dates and times are recorded according to UTC, and using RFC 3280 compliant coding.

•
The Subject’s identifier (Subject)


The Subject’s unique identifier, according to unique X.501 name format (see: Chapter 3.1.1). Always completed.
•
Subject Public Key Algorithm Identifier


The Service Provider supports the “rsaEncryption” (“RSA”) algorithm in end entities’ certificates. The length of the public key is at least 1024-bit.


The value entered in this field is the rsaEncryption’s OID, i.e. “1.2.840.113549.1.1.5”.

•
Subject Public Key Info


The Subject’s public key.

•
Issuer Unique Identifier


Not completed.

•
Subject Unique Identifier


Not completed.

7.1.2. 
Certificate X.509 extensions

The following are the extensions of end entities’ certificates that the Service Provider issues:

•
Certificate Policies – non-critical


OID: 2.5.29.32


This field contains the designation of the certification policy effective in the course of issuing and using the certificate (see chapter 1.2.2.), moreover any other information pertaining to the applicability of the certificate.

– Certification class III

PolicyIdentifier= „1.3.6.1.4.1.21528.2.1.1.11” (PolicyQualifierId = id-qt 1, Qualifier =  „http://www.e-szigno.hu/ESZSZ/”)
(PolicyQualifierId = id-qt 2. In the case of certificates issued on a smartcard:

Qualifier = “ALE, turning out in person is compulsory upon registration”. In the case of certificates issued on a non smartcard:
Qualifier = “Turning out in person is compulsory upon registration”.

– Certification class II

PolicyIdentifier= „1.3.6.1.4.1.21528.2.1.1.10” (PolicyQualifierId = id-qt 1, Qualifier = „http://www.e-szigno.hu/ESZSZ/”)
(PolicyQualifierId = id-qt 2, In the case of certificates issued to natural persons: 
Qualifier = “Turning out in person did NOT occur upon registration”. In the case of certificates issued on a non smartcard:
Qualifier = “Turning out in person did NOT occur upon registration”. The certificate’s subject is not a natural person.”
– 
Certificates that comply with public administration certification policies 


PolicyIdentifier= {OID of the certification policy, see: Chapter 1.2.2.} (PolicyQualifierId = id-qt 1, Qualifier =  „http://www.e-szigno.hu/ESZSZ/”)
(PolicyQualifierId = id-qt 2,
Qualifier = “KGYHSZ shall disclaim any and all responsibility arising out of the use and/or revoking of certificates it issues, the violation of the policy, KGYHSZ’s conduct, measures or lack thereof.”

The Service Provider completes this field in every case, and designates at least one certification policy according to which it issued the certificate every time, and which certification policy will in turn be the basis for its subsequent proceedings in connection with the certificate. The Service Provider indicates the identifier (OID), and availability (URL) of at least one such certification policy in the issued certificates.
In case a certificate also complies with additional certification policies – thus the public administration certification policies that are described in document [8] in particular –, then the Service Provider also indicates the identifier and availability (URL) of these certification policies in the certificate.

•
Authority Key Identifier – non critical


OID: 2.5.29.35


The unique identifier, 40 characters in length, of the service provider’s key used during the creation of the electronic signature that authenticates a certificate.


The field’s value: the SHA-1 hash of the service provider’s public key.

•
Subject Key Identifier – non critical


OID: 2.5.29.14


The unique identifier, 40 characters in length, of the Subject’s public key. The field’s value: the SHA-1 hash of the public key.
•
Subject Alternative Names OID: 2.5.29.17


See: Chapter 3.1.1.

•
Basic Constraints – critical


OID: 2.5.29.19


This specifies whether or not a certificate was issued for a CA. Its value is “NO” in the case of end entity certificates.


The field’s value: CA = “FALSE”.

•
Key Usage – critical


OID: 2.5.29.15


Specifies the key’s permitted scope of usage. See: Chapter 6.1.9.
•
Extended Key Usage – non critical


Additional specification of the key’s permitted scope of usage. See: Chapter 6.1.9.
•
CRL Distribution Points – non critical


OID: 2.5.29.31


The Service Provider continuously publishes its latest certificate revocation list in the interest of making the validation of certificate’s revocation status possible.


Chapter 4.10. contains the possible values for this field.

•
Authority Information Access – non critical


OID: 1.3.6.1.5.5.7.1.1


The description of other services associated with the certificate, made available by the Service Provider.

–
The Service Provider provides an online certificate status service in the interest of the fast and accurate verifiability of certificate’s current revocation state. Chapter 4.10. contains the availability of the service in connection with various certificates.
–
For the sake of simplifying the construction of the certificate path, the Service Provider specifies the access path to the certificate of the certification unit that issues the certificate.

The above mentioned fields are always completed, except for Subject Alternative Names. No other certificate extensions are completed.
Certificates that the Service Provider issues include the Certificate Policies field in accordance with the standards. Should a certificate fail to include these fields, then we are talking about a test certificate, which may be used for testing purposes alone, and must be rejected in the case of real transactions (1.2.3.).
7.2. 
Certificate revocation list (CRL) profile

7.2.1. 
Basic fields

The following are the basic fields of certificate revocation lists that the Service Provider issues:

•
Version


The certificate revocation list complies with RFC recommendation 3280 version 2.

•
Signature Algorithm Identifier


This number is the algorithm identifier of the Service Provider’s electronic signature that authenticates the revocation list: SHA-1 (OID=1.2.840.113549.1.1.5).
•
Signature


The Service Provider’s electronic signature that authenticates the revocation list.

•
Issuer


The unique identifier of the certification unit issuing the certificate (see chapter 1.3.1.). The given certification unit authenticates the revocation list with the key it uses to sign certificates.

•
Effective Date


The starting date of the revocation list becoming effective. This corresponds to the issue date in the case of certificates that the Service Provider issues. Value according to UTC, with coding according to RFC 3280.
•
Next Update


The date when the next revocation list will be issued (see: chapter 4.10.). Value according to UTC, with coding according to RFC 3280.
•
Revoked Certificates


The list of revoked certificates, with the serial number and revocation date of the certificates.

7.2.2. 
Certificate revocation list and certificate revocation list entry extensions

The following are the revocation entry extensions that the Service Provider uses:

•
Reason Code – non critical


The reason for revocation is entered in this field.

•
Invalidity Date – non critical


The date when the private key became unreliable is entered in this field.

•
Hold Instruction – non critical


The handling of a suspended certificate is entered in this field.

The Service Provider is not obliged to complete the extensions.

The following are the revocation entry extensions that the Service Provider completes:

•
CRL number – non critical


The serial numbers of revocation lists, which increases by one, are entered in this field.

7.3. 
Online certificate status reply (OCSP) profile

The RFC 2560: Online Certificate Status Protocol contains the online certificate status reply profile in use.

8.
Auditing Compliance

The Service Provider uses audited and certified elements (electronic signature products, IT system elements, etc.) in connection with its services.

•
A cryptographic hardware module used for signing certificates, moreover for storing its private keys (nShield F3 hardware cryptographic module), which possesses certification under ESA. Article 7. (5)-(6).

•
Smartcards, which it provides to Subjects (made up of P8WE5032v0G microchips and the STARCOS SPK 2.3 v7.0 operating system). This product qualifies as a secured signature creation device under the Act on Electronic Signatures. The Service Provider is also entitled to provide the Services with other cards (as well as USB tokens of equivalent value with them, moreover other cryptographic hardware devices) according to this Statement.
The Service Provider has rated every one of the system elements used for providing the services into security classes, on the basis of its risk management system. The Service Provider keeps records about these system elements and the security ratings associated with them in the scope of its risk management system.
The Service Provider employs an external auditor (see: chapter 8.2.). In addition to this external audit, the Service Provider also has its proprietary internal auditing system, which regularly examines compliance with previous audits, and takes the necessary steps in case of deviations.
The Service Provider has an ISO 9001:2000 standard compliant quality management system since 2002, moreover an ISO 27001:2005 (formerly BS 7799) compliant information security management system since 2003, which are continuously audited and reviewed by an external auditing organisation (see: chapter 1.1.3.).
The Service Provider also issues certificates for use in public administration, according to the certification policies cited in chapter 1.2.2.

8.1. 
The frequency of audits

The Service Provider conducts an external compliance audit on its IT system providing the Services every year.

8.2. 
The auditor and its required qualifications

Recurring reviews are conducted by an electronic signature expert with several years of experience in the field of public key infrastructure, and registered by the National Communications Authority.

8.3. 
The independence of the auditor

The auditor that examines the Service Provider’s operation engages in its activity independently of the Service Provider, free of any influence. The auditor’s remuneration does not depend on the findings of its activity conducted during audits.
8.4. 
Areas impacted by audits

Audits extends to the following areas:

•
documenting,

•
processes,

•
physical security,

•
personnel pool,

•
technical security,

•
data protection.

In the course of audits, whether or not the Service Provider complies with effective legal regulations is examined, moreover whether or not the products used at the Service Provider (e.g.: cryptographic modules) possess a suitable qualification. In addition to this, audits are directed at the examination of certification policies which the Service Provider supports.
The certification of the systems and methods used for managing certificates that may be used in public administration is also directed at auditing compliance with legal regulations [14], [5], [6], [7], [8], as well as specifications published by public administration, in addition to the documents appearing in the preceding paragraph.

8.5. 
Activities to be executed in the case of inadequacies

The Service Provider eliminates any possible inadequacies discovered in the course of the supervisory audit procedure or regular onsite audits within the time limit established with the Authority, on the basis of information received from the Authority conducting the audit.

9.
Business and legal related things to know

The obligations and responsibilities of the Community (see: 1.3) subject to the Statement are included in the applicable contract, and its annexes (for example this Certificate Practice Statement, as well as the applicable certification policy). The general terms of contract that appear in the document entitled “e-Szignó Certification Service Provider General Terms Of Contract—Applicable To Issuing Certificates That Do Not Serve The Purpose of Electronic Signatures” [15] also contain Subscribers’ rights and obligations.

9.1. 
Fees and prices

The Service Provider publishes fees and prices on its website, and makes them available at its customer service office. The Service Provider may modify the price list. The Service Provide publishes any modification to the price list 15 days before it becomes effective. Modifications will not affect the price of services paid in advance.
Provisions associated with the payment and refunding of fees are contained in the service contract and its annexes—the general terms of contract in particular.

9.2. 
Rights, obligations, and liability

9.2.1. 
The Service Provider’s obligations

One of the Service Provider’s fundamental obligations is that it has to provide the Services in line with this Certificate Practice Statement and other regulations in the public domain, the contractual terms and conditions, furthermore corporate and security related internal regulations; these fundamental obligations are as follows:

•
to establish the legal, regulatory, material, contractual, etc. framework appropriate for the service,

•
to provide high standard and secure services in accordance with the applicable regulations,

•
to continuously operate and audit organisations associated with the Services (certification body, customer service desk, etc.),

•
to abide by the procedures prescribed in the regulations, and to avoid or eliminate any potentially occurring incorrect operation,

•
to ensure the Services to every applicant who accepts the terms and conditions specified in the regulations,

•
to maintain public and proprietary records, as well as to make them continuously available to anybody over the internet.

The applicable certification policies contain the Service Provider’s general obligations.

The certification body’s obligations
The certification body has the task of setting up and operating the certification units, as well as units necessary for the online certification status service, to take care of the certificate repository and revocation status related information, to manage and make available smartcards, moreover to manage regulations.
The service provider’s internal, operative regulations specify how a certification body has to be operated. Service provider’s certificates issued by certification bodies are managed (for registration staff members, on-call duty staff, etc.) in accordance with the stipulations of operative regulations. This statement only includes stipulations in connection with end entity certificates.
Tasks to be performed in the scope of managing regulations:

•
the specification, approval, and maintenance of certificate types that are used,

•
preparing the public regulations of the Services and internal (not public) stipulations, their reconciliation with legal regulations and internal (not public) regulations, furthermore carrying out any updates,

•
the recording of observations associated with regulations applicable to the Services, and to evaluate recommendations.

The applicable certification policies may include additional obligations in connection with the certification body.

The registration authority’s obligations
The customer service office has the task of representing the Service Provider at end entities in connection with the services. It performs the following tasks in the scope thereof:
•
Participates in selling the Services.

•
Performs the registration of Subjects.

•
Receives requests pertaining to various certificate operations (suspension, revocation, reinstation, certificate replacement).

•
Receives and handles data modification related filings.

•
Participates in revocation status publication.

•
Offers information provision activity to Clients and Relying Parties in connection with its activities associated with the Services provided by the Service Provider.

•
Makes an information brief available to clients, which contains the information appearing in Minister of Informatics and Communication Decree no. 3/2005 Article 35., and ESA. Art. 9. (1). Registration staff members of the registration authority make it possible for clients to thoroughly study this information brief, and then answer any potential questions a client may have.

The applicable certification policy contains the customer service office’s obligations in detail.

9.2.2. 
The Subscriber’s rights

•
Subscribers have the right to use the Services in accordance with the things described in this Certificate Practice Statement.

•
The online certificate status service may be used directly by the Subscriber.

•
Subscribers are entitled to specify which Subjects should be allowed to receive certificates, in writing, and Subscribers have the right to request the suspension and revocation of such certificates.

•
Subscribers are entitled to request what is referred to as organisational administrator privileges for Subjects that are linked to them. Subscribers have the right to request the suspension of certificates belonging to certification class III (and usable in the public administration domain) by means of the 24-hour telephone duty desk through the organisational administrators.

9.2.3. 
The Subscriber’s obligations

Proceeding according to the Service Provider’s contractual terms and conditions, as well as regulations will be the Subscribers’ obligation, including the requesting and use of certificates and private keys. Subscribers’ obligations are contained in the service contract and its annexes – particularly the general terms of contract – as well as the applicable certification policies.
9.2.4. 
The Subject’s rights

•
Subjects have the right to apply for certificates in accordance with the things described in this Certificate Practice Statement.

•
In case this is allowed by the applicable certification policy, Subjects are entitled to request the suspension, as well as the revocation of their certificates, under this Certificate Practice Statement.

9.2.5. 
The Subject’s obligations

•
Subjects are obliged to become acquainted with the Certificate Practice Statement before using the service.

•
Subjects are obliged to provide data requested by the Service Provider, necessary for using the service, to the full, moreover are obliged to disclose data that are true.

•
Subjects are obliged to promptly notify the Service Provider in writing in case they become aware of any changes to data they will have provided and which are necessary for using the service—particularly data that also appears in any certificate.

•
Subjects are obliged to use the service solely for the purposes allowed or not proscribed by legal regulations, according to the provisions of cited regulations and cited documents.

•
Subjects are obliged to ensure that no unauthorised individuals are permitted access to data and tools (passwords, secret codes, smartcards) necessary for using the service.

•
Subjects are obliged to notify the Service Provider in writing and without delay in case a legal dispute starts in connection with any of the certificates associated with the service.

•
Subjects are obliged to cooperate with the Service Provider in the interest of validating the data necessary for issuing certificates, and to do everything they can to allow the soonest possible completion of such verification.

•
In case a Subject’s private key, smartcard or the secret codes necessary for activating the smartcard end up in unauthorised hands or are destroyed, the Subject will be obliged to report this fact to the Service Provider promptly and in writing, and will also be obliged to initiate the suspension and/or revoking of the certificates that belong to the devices.

•
Subjects are obliged to acknowledge that Subscribers are entitled to request the revocation and/or suspension of certificates.

•
Subjects are obliged to acknowledge that the Service Provider issues certificates in the manner specified in this Certificate Practice Statement, upon the completion of the validation steps described herein. Subjects are obliged to acknowledge that the Service Provider only displays data that are true to reality in issued certificates. Accordingly, the Service Provider validates data to be entered in certificates according to the Certificate Practice Statement, and should any of the data appearing in a certificate change, the Service Provider will revoke the certificate according to the Certificate Practice Statement.
•
Subjects are obliged to acknowledge that the Service Provider has the right to suspend, as well as to revoke certificates issued in the course of providing its services in case a Subscriber fails to pay the Services’ fees by the deadline.

•
Should a Subject apply for an organisational certificate, it will be obliged to acknowledge that the Service Provider will issue the certificate solely in the case of the Represented Organisation’s consent.

•
Should a Subject apply for an organisational certificate, it will be obliged to acknowledge that the Represented Organisation has the right to request the revocation of the certificate.

•
The applicable certification policies may include additional obligations for Subjects.

9.2.6. 
The Represented Organisation’s rights

•
The Service Provider only issues certificates in which the Represented Organisation’s name is indicated in possession of the Represented Organisation’s consent.

•
The Represented Organisation is entitled to suspend and revoke certificates in which the Represented Organisation’s name was also indicated.

9.2.7. 
The Service Provider’s general liability

This certificate practice statement, the applicable certification policies, moreover the contract concluded with Clients and its annexes contain the Service Provider’s responsibility.

•
The Service Provider assumes responsibility for compliance with the procedures described in certification policies it supports, even in cases when subcontractors engage in certain of the Service Provider’s activities.

•
The Service Provider is liable under the rules of liability for breach of contract in the Civil Code of the Republic of Hungary in relation to clients which are in a contractual relationship with it.

•
The Service Provider is liable under the rules of causing damage outside of contract in the Civil Code of the Republic of Hungary (Civil Code Art. 339.) in relation to third parties (such include the Relying Party) that are not in a contractual relationship with it.

•
The Service Provider will pay compensation for damages with the limitations specified in its regulations, and the service contracts concluded with Clients for proven damages that occur in the scope of its responsibility (see: Limitation of financial liability).

Limitation of liability
•
The Service Provider is not responsible for damages that arise from the Relying Party failing to proceed according to effective legal regulations and the Service Provider’s regulations in the course of validating and using certificates, moreover its failing to proceed as may be expected in the given situation.

•
The Service Provider shall only be liable for contractual and non-contractual damages connected to its services in relation to third parties with respect to provable damages that occur solely on account of the chargeable violation of its obligations.

•
The Service Provider is not liable for damages that result from its inability to tend to its information provision and other communication related obligations due to the operational malfunction of the internet or one of its components because of some kind of external incident beyond its control.

•
The Service Provider engages in data comparison with an authentic database, before issuing a Subject’s certificate. The Service Provider will not assume any liability for damages arising out of the inaccuracy of information provided by such authentic databases.

•
The Service Provider assumes liability solely for providing the Services in accordance with the provisions of this Certificate Practice Statement, as well as the documents to which reference is cited herein (certification related, standards, recommendations), moreover with its proprietary internal regulations.

Limitation of financial liability
The Service Provider limits the cap of compensation for damages per certificate, as well as overall (in connection with every certificate and damage incident). This limitation is set forth in the (service) contract that is concluded with Subscribers. The Service Provider specifies fee plans in connection with the Services, which differ from one another depending on the degree of the Service Provider’s limitation of its financial liability. It is the name of such a fee plan that appears in the (service) contract concluded with Subscribers.
The certification body’s responsibility
The e-Szignó Certification Service Provider is responsible:

•
for the authenticity and accuracy of certificates it issues,

•
for the regulations it issues, their statutory compliance, and for abiding by them,

•
for the suitability of key pairs it generates, and the correspondence of private/public keys and certificates,

•
for the correspondence of the codes that activate smartcards and the keys loaded on devices,

•
for abiding by its obligations in general.

The registration authority’s responsibility
The registration authority is responsible:

•
for establishing the personal identity of Subjects and establishing the organisational identity of Represented Organisations, and in this latter case for establishing the right of representation of an individual acting in the name of a Represented Organisation as well,

•
for the genuineness of recorded registration data,

•
for providing information to those using the services as to the contents and availability of the Statement, as well as the terms and conditions of using the service prior to concluding the Service Contract,

•
for abiding by its obligations in general.

The e-Szignó Certification Service Provider is not responsible:
•
for Subjects’ activities related to private keys and/or smartcards,

•
for the certificate validation and usage activities of Relying Parties,

•
for regulations issued by Relying Parties or others.

9.2.8. 
The Service Provider’s responsibility in connection with the validation of certificates

The Service Provider rules out its responsibility in case a Relying Party fails to proceed in a circumspect manner during the usage or validation of certificates, that is to say it does not proceed according to the applicable certification policy, nor this Certificate Practice Statement and/or effective legal regulations.

9.2.9. 
The Subject’s responsibility

The Subject is responsible:

•
for the genuineness, accuracy, and validity of its data provided during registration,

•
for the prompt reporting of any changes that occur in its data,

•
for using its private key and smartcards in accordance with the regulations,

•
for the security of its private key and its activation code,

•
for the security of its smartcard,

•
for promptly notifying the Service Provider and briefing it in full concerning disputed issues,

•
for abiding by its obligations in general.

9.2.10. 
The Represented Organisation’s responsibility

The Represented Organisation is solely responsible for the certification it issues. In particular for certification in which it attests that a Subject is a staff member of the Represented Organisation, moreover is entitled to appear in the Represented Organisation’s certificate. In case the information appearing in any certification made out by the Represented Organisation is changed, reporting this to the Service Provider without delay will be the Represented Organisation’s responsibility.
9.2.11. 
The Subscriber’s responsibility

Subscribers’ responsibility is specified in the service contract and the annexes to it (among them the general terms of contract).

9.2.12. 
Financial liability

The Service Provider also holds liability coverage that is in line with the certification policies it supports, for the sake of ensuring reliability.

Compensation of damages to the Service Provider
Subscribers and/or Subjects are liable to compensate damages to the Service Provider for losses and damage they cause it by means of failing to abide by their obligations, and the recommendations applicable to them.

Administrative processes
The Service Provider logs its activities, protects the intactness and authenticity of log entries, moreover retains (archives) log data over the long term in the interest of allowing for the establishing, documenting, and evidencing of financial accountability, its proprietary liability related to damage it causes, as well as that of damage compensation due to it for damage it suffers.

9.3. 
Confidentiality

The Service Provider treats clients’ data according to legal regulations. The Service Provider has a data processing regulation (see chapter 9.4.), which addresses the processing of personal data in particular.
By applying for a certificate, and signing the Service Contract, clients consent to the Service Provider retaining and processing their personal data (in a manner that complies with the data processing regulations). Such consent applies to the forwarding of information specified by law and entered in records to third parties in case the Service Provider’s services go offline; moreover to forwarding such to the Service Provider’s subcontractors—solely for the purpose of performing tasks associated with providing the service Subjects must make a declaration as to their consenting to the disclosure of a certificate on the certificate application form that is linked to the Service Contract. The Service Provider solely uses clients’ data in connection with the provision of its services. The Service Provider discloses Subjects’ and Represented Organisations’ data appearing in a certificate together with the certificate in case a Subject consents to this. The Service Provider stores their data that are not entered on a certificate in a secured manner, for the purpose of proof of Subjects’ identity, evidencing Represented Organisations’ organisational identity, and that of its miscellaneous data provision related obligations.
The Service Provider retains data of which it becomes aware in accordance with statutory requirements, and for the stipulated period of time. In the course of retaining data, the Service Provider sees to the intactness, confidentiality, and secure storage of information. It only permits accessing information to individuals whose tasks warrant this. The Service Provider provides for the confidentiality and intactness of information that is not public during the forwarding of clients’ data, furthermore for appropriate availability—by means of using reliable systems and the regular archiving of data.
9.3.1. 
Information types to be treated as confidential

The Service Provider treats all Client data as confidential, with the exception of those that it qualifies as information not considered confidential in chapter 9.3.2.

•
The Service Provider processes confidential information it comes to possess according to the provisions of Act LXIII of 1992 on the Protection Of Personal Data And The Disclosure Of Data Of Public Interest, and only discloses such in the cases and to the individuals/organisations mentioned in chapters 9.3.2.-9.3.2- .

•
In addition to the aforementioned, the Service Provider treats the following data and documents as confidential information:

–
private keys and activation codes,

–
certificate applications and Service Contracts,

–
transaction related and log data,

–
non-public regulations,

–
all data whose public disclosure would have an adverse effect on the security of the service.

9.3.2. 
Information types not considered to be confidential

In case Subjects grant their consent to this, the Service Provider treats all of the data it enters on a certificate as non-confidential information. Such data appear on the certificate application form linked to the Service Contract in a clearly marked way.
Publishing a certificate’s revocation status
The Service Provider discloses the revocation and suspension of certificates it will have issued in the certificate revocation list, indicating certificate serial numbers, and – optionally – the grounds of revocation. Additional information can be found in chapter 7.2.
Information provision to the authorities
For the purpose of investigating or preventing acts of crime, as well as in the case of national security related interests, the Service Provider – if the statutory criteria applicable to data requests are met – discloses confidential information specified in the legal regulation to investigating authorities, and national security services promptly and without any other conditions whatsoever, and in the scope under Art. 11. paragraph (2) of the Act [16].

The Service Provider records the fact of data transfers as set forth in the preceding point, but does not inform impacted clients about it.

Provision of information in the scope of common law proceedings
In the course of litigation and non-litigious actions under common law, the Service Provider may reveal confidential user information as specified in the legal regulation to an adverse party or its representative – in case their being affected is certified –, as well as to the inquiring court, and/or impart such to an inquiring court, with respect to the scope under Act [16] Art. 11. paragraph (3).

The Service Provider records the fact of data transfers as set forth in the preceding point, and informs impacted clients about it.

Disclosure upon owners’ request
Upon a Client’s personal request to do so or on the basis of its authorisation granted officially, in writing, the Service Provider reveals confidential user information pertaining to the Client to third parties in accordance with the provisions of Act LXIII of 1992 on the Protection Of Personal Data And The Disclosure Of Data Of Public Interest.

Miscellaneous circumstances resulting in the disclosure of information
The Service Provider hands over its records (together with confidential user data as specified in the legal regulation) to another service provider – of identical classification – upon discontinuing its activity, under Act [16] Art. 16. paragraph 2.

9.4. 
The policy applicable to processing clients’ data

The Service Provider stores identification data, data appearing in the certificates, data associated with contact details, and data connected to the provision of the service concerning Subjects in its records. The Service Provider hands over Subjects’ data to third parties solely in cases where this is stipulated by a legal regulation or if the Subject has granted its consent to this in writing. In the case of certification services, data retention is stipulated in ESA. Art. 9. paragraph (7); the deletion of data from the Service Provider’s records is not permitted before the expiry of the time limit set forth therein even upon a client’s request.
The Service Provider – in accordance with the service contract – discloses Subjects’ data appearing in the certificates, as well as revocation related information pertaining to a certificate. The Service Provider indicates the unique identifier assigned to the person of a Subject (the OID) in the certificates.
The Service Provider stores information necessary solely for using the service, certification, moreover for contract conclusion and invoicing concerning subscribers to online certificate status services.

The Service Provider logs all events that are associated with the requesting, suspension, reinstation or revocation of certificates, and which are related to the provision of the Services.

The Service Provider retains data and information it stores according to statutory requirements. The Service Provider deletes personal data about clients on which it keeps records from its database according to the statutory requirements.
9.5. 
Intellectual property rights

Subscribers are the owners of certificates and their corresponding key pairs which the Service Provider issues to its clients, while Subjects are the users with full powers of the certificates, regardless of the physical medium that stores and protects the keys.

•
The Service Provider may disclose, reproduce, and revoke the end entity certificates it issues, and may also handle such otherwise, in the manner described in its terms and conditions.

•
Revocation related information constitutes the Service Provider’s property.

•
The unique identifier issued by the Service Provider to clients constitutes the Service Provider’s property.

•
The named Subject and/or client has the right to use the identifier appearing in the certificate (which identifies the subject of the certificate).

•
The Service Provider’s regulations and contractual conditions constitute the Service Provider’s property.

9.6. 
Interpretation and validation

9.6.1. 
Governing law

The Service Provider engages in its activity according to Hungarian legal regulations effective at the time. Hungarian law shall prevail concerning the Service Provider’s contracts and regulations, as well as their performance, and they are to be construed under Hungarian law.
Applicable legal regulations:

•
Act XXXV of 2001 on Electronic Signatures (with the amendments of year 2004).

•
Minister of Informatics and Communication Decree no. 4/2006 (April 19) on the Fees Payable To The National Communications Authority For Its Activity Related To Keeping Records Associated With Electronic Signatures.

•
Minister of Informatics and Communication Decree no. 3/2005 (March 18) on the Detailed Requirements Applicable To Services Associated With Electronic Signatures, As Well As The Service Providers Thereof.

•
Minister of Informatics and Communication Decree no. 9/2005 (July 21) on the Organisations Performing The Certification Of Electronic Signature Products, As Well As The Rules Applicable To Their Appointment.

•
Minister in Charge of the Prime Minister’s Office Decree no. 7/2002 (Apr. 26) on the Registration Of Experts In Service Provision Connected To Electronic Signatures.

•
Government Decree no. 45/2005 (March 11) on the National Communications Authority’s Scope Of Tasks And Competence Associated With Electronic Signatures, As Well As The Detailed Rules Of Its Procedure.

•
Act LXIII of 1992 on the Protection Of Personal Data And The Disclosure Of Information Of Public Interest.

•
Act IV of 1959 on the Civil Code of the Republic of Hungary.

•
Act CXL of 2004 on the General Rules of Administrative Proceedings and Services.

•
Government Decree no. 194/2005 (Sept. 22) on the Requirements Applicable To Electronic Signatures And Certificates Linked To Such Used In Public Administration Authority Procedures, As Well As To Certification Authorities Issuing Certificates.

•
Government Decree no. 195/2005 (Sept. 22) on the Security, Interoperability And Standard Use Of IT Systems Enabling Electronic Administration.

9.6.2. 
Nullification, perpetuation, termination, and notifications

Nullification
In the case of any of the Certificate Practice Statement’s clauses being void, this shall have no relevance for the validity of the Certificate Practice Statement on the whole nor for any other clauses therein.

Perpetuation
Chapter 9. of the Certificate Practice Statement shall remain effective even after the termination of the Statement’s effect (regardless of the manner in which effectiveness is terminated) in connection with any and all certificates which the Service Provider will have issued while the Statement was effective.

Termination
The Certificate Practice Statement includes or cites reference to every one of the obligations, responsibilities and rights of the community appearing in chapter 1.3.4. Not a single one of the Certificate Practice Statement’s clauses may be construed differently than the interpretation set forth in this document, as a consequence of any other contract or regulation, written or verbal communication, including the case of the Service Provider and another organisation’s possible future merger. The Certificate Practice Statement may only be amended in written and authenticated form, adjacent to motioning for transferring such – in the manner described in this Certificate Practice Statement – to the regulation register kept by the Authority.
Notifications
Clients may make their legal declarations to the Service Provider solely in writing, and in executed form. Executing in representation of an organisation shall only be valid together with certification of such right of representation.
Issued certificates may also be suspended by telephone. Notifications of other nature may also be given in writing, in the form of electronic mail or fax.
The e-Szignó Certification Service Provider informs its clients by means of publication on its website or in electronic mail.

9.6.3. 
Procedures applicable to the resolution of disputed issues

The Service Provider and the Client mutually agree that in the case of any disputed issue or complaint arising whatsoever, they will attempt amicable consultation through negotiation before taking the dispute to legal channels. The initiating party will be obliged to notify every other affected party promptly and to inform them fully concerning all of the case’s implications. Questions, objections, and complaints related to the activity of the Service Provider or the use of issued certificates must be addressed to the Customer Service office in written form. The Service Provider notifies submitting parties at the address they specify about having received a submission and the time required for investigation, within 3 business days calculated as of receiving a submission. The Service Provider is obliged to issue a written response to the submitter within the specified time limit. The Service Provider may request the provision of information required for giving a response from the submitter. The Service Provider investigates complaints within 30 days, and notifies submitters about the results thereof. Should a submitter find the response inadequate or if the dispute which had arisen can not be settled based on it without getting the Service Provider involved, the submitter may initiate consultation with the Service Provider and the affected parties. All participants of such consultation must be given written notice regarding the date of consultation 10 business days in advance thereof; and the submission, the Service Provider’s response, as well as any documents containing other required information must be sent to them in writing. Should consultation fail to achieve a result within 30 business days calculated as of a complaint being submitted, the submitter may file a lawsuit with respect to the issue. The affected parties shall subject themselves to the sole jurisdiction of the Buda Central District Court and/or that of the Municipal Court of Budapest.
9.7. 
Description administration

The Service Provider has service rules (the Certificate Practice Statement) in place, which are available on its website and its customer service office alike.

9.7.1. 
Statement modification related procedures

A team responsible for maintaining regulations and documentation operates within the Service Provider’s certification body. This team collects change requests, carries out modifications, and meets any internal and external information provision related obligations. The statement is approved by the director of the e-Szignó Certification Service Provider.
The team produces internal, non-public working copies of the regulations as it collects changes, and these undergo internal review before being published. The Service Provider strives to only have to issue new regulations at the least frequent intervals possible.
The amended versions of the certificate practice statement are always published with a new version number.

9.7.2. 
Elements that may be changed without notification

The Service Provider announces every change made to this statement to the Authority 30 days before a change becomes effective – in accordance with statutory requirements –, and publishes the changed statement on its website.

9.7.3. 
Elements that may be changed through giving notice

Every change amending the security level and usage of certificate must be notified as a rule.

9.7.4. 
Addressing remarks

The Service Provider will accept remarks connected to new regulations published according to chapter 9.7.5. for 14 days prior to their becoming effective, at the info@e-szigno.hu email address. The Service Provider will close and publish the version of the regulation as amended with remarks on the 7th day prior to its becoming effective.
9.7.5. 
Modifications that change a regulation object identifier or hyperlink

The Service Provider gives a new object identifier to the regulations and policies it issues in the case of every modification. Each regulation is published at a web address that is different from that of the previous version, thus only the hyperlinks of newly issued certificates will point to such. The previously effective versions of the Service Provider’s public documents can also be found on the Service Provider’s website.
9.8. 
Publication and information provision principles

Elements that are not addressed in the regulations
The Service Provider only discloses those of its procedures in its public domain regulations whose knowledge does not jeopardize the security of the services. The Service Provider has a number of internal security and other regulations, as well as operative level stipulations which it treats in confidence (this certificate practice statement mentions several such). The procedures described in chapter 8.4. audit these documents as well.
Publication of the statement
The Service Provider publishes the new versions of its regulations – combined with changes – 30 days prior to their becoming effective, on its website. The Service Provider also provides information to the public on planned changes from time to time even before this.
Certificate practice statement approval related procedures
The Service Provider has examined the compliance of this certificate practice statement with standards [1] and [17], moreover with the certification policies described in chapter 1.2.2. before publication.

A.
References

This document contains references to the following documents:

[1]
RFC 3647 (Internet X.509 Public key infrastructure – Certificate type and certificate practice statement frameworks).

[2]
ETSI TS 102 042 Electronic Signatures and Infrastructures (ESI); Policy requirements for certification authorities issuing public key certificates.

[3]
ITU Recommendation X.509 “Information technology - Open Systems Interconnection - The Directory: Public-key and attribute certificate frameworks” version 3.

[4]
e-Szignó Certification Service Provider – non-qualified certificate certification policies.

[5]
Recommendation of the Ministry of Informatics and Communication concerning the technical specifications of the protocol for counter-identification to be performed in public administration by certification service providers, 2006.

[6]
Recommendation of the Ministry of Informatics and Communication for the technical specification of the structure and data content of end entity certificates that may be applied in public administration, 2006.

[7]
Recommendation of the Ministry of Informatics and Communication concerning the technical specifications of the timestamp format that may be used in public administration, 2006.

[8]
Recommendation of the Ministry of Informatics and Communication concerning the certification policies that may be used in public administration, 2006.

[9]
RFC 2560: Online Certificate Status Protocol (OCSP).

[10]
Certification policy of the Public Administration Root Certification Authority (KHGYSZ), http://www.kgyhsz.gov.hu/KGYHSZ_HR_v1.0.pdf, 1.0.

[11]
RFC 3280 (Internet X.509 Public key infrastructure – certificate and certificate revocation list profile).

[12]
Information brief of the National Communications Authority concerning trusted roles associated with the provision of electronic signature related services, May 15, 2008.

[13]
National Communications Authority resolution case file number HL2191713/2008, specification of secure cryptographic algorithms and parameters that may be applied in the course of providing services related to electronic signatures.

[14]
Government Decree no. 194/2005 (Sept. 22) on the Requirements Applicable To Electronic Signatures And Certificates Linked To Such Used In Public Administration Authority Procedures, As Well As To Certification Authorities Issuing Certificates.

[15]
e-Szignó Certification Service Provider General Terms of Contract – Pertaining to the Issuing of Certificates not Serving the Purpose of Electronic Signatures.

[16]
Act XXXV of 2001 on Electronic Signatures (with the amendments of year 2004).

[17]
ETSI TS 102 280: X.509 V.3 Certificate Profile for Certificates Issued to Natural Persons (v1.1.1; 2004-03).

B.
Surnames appearing in certificates

The fields that may be displayed in certificates are set out in RFC 3280 and additional standards based on it or citing reference to it. The fields according to RFC 3280 – in line with the conventions of the English speaking countries – support breaking full names (Common Name) into surnames (Surname) and given names (Given Name). Under Hungarian legal regulations, Hungarian names are substantially more complex than that, and it is no simple feat to break them into two in the way according to RFC 3280 in every case. In consideration of the fact that certain supported certification policies demand the completion of the Surname field, the Service Provider – in harmony with effective legal regulations and recommendation [6], as well as taking the above mentioned things into account – completes the Surname field according to the following rule:
“Every part of the Common Name field that is not the Subject’s title (this could be for example the Dr. indicator) and is not the Subject’s forename will be entered in the Surname field.”

Examples:

•
Kovács József – Kovács

•
Dr. Kovács József – Kovács

•
B. Kovács József – Kovács

•
Kovács József Béláné – Kovács

•
Kovácsné Nagy Izabella – Nagy

•
Kovácsné Józsefné Nagy Izabella – Nagy

�








�








�








�











�

















� The surname field is always completed for public administration certification policies.


� In the case of certificates issued according to public administration certification policies, this is not completed.


� Faster – immediate – revocation management is made possible by suspension. Clients may request suspension through the hotline described in Section 4.9.1. This is performed by the Service Provider immediately following the telephone conversation. Following this, the client may request that the certificate be revoked in writing.
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